Udhézim pér instalimin e softuerit pér
komunikim me porosi té shifruara -

- ,GPG4win"

Nése keni problem me pérdorimin e “Autlluk”-ut (Outlook), mund té pérdoren ofrues tjeré té e-

postés (Gmail, Yahoo, Icloud, etc).

Pér nénshkrim digjital dhe shifrim té porosive elektronike, mund té instalohet programi

“GPG4win”.
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2014-11-28

#® Gpgdwin 2.2.3 released
2014-08-04

# Gpgdwin 2.2.2 released
2014-08-14

# Gpgdwin 2.2.2-beta
released

Older messages in news archive

Nga http://gpg4win.org/ shkarkojeni “GPG4win” me klikimin e fushés sé gjelbér “Download

Gpg4win”, pastaj ekzekutoni skedarin me privilegje té administratorit.

Installer Language i x|

) Please choose a language for the setup.
Bitte die Sprache des

Installations-VYorgangs angeben,

I

| OK I Cancel l



http://gpg4win.org/
http://gpg4win.org/
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¥ Gpg4win Setup

Welcome to the installation of
Gpgdwin

Gpg4win is a installer package For Windows For EMail and file
encryption using the core component GnuPG For Windows.,
Both relevant cryptography standards are supported,

OpenPGP and S/MIME. Gpg4win and the software included
with Gpg4win are Free Software,

Click Next to continue.

This is Gpg4win version 2.2.2
file version 2.2.2.24070

release date 2014-09-03

Cancel |
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License Agreement
@ This software is licensed under the terms of the GNU General
Public License (GPL).

¥ Gpg4win Setup

Press Page Down to see the rest of the agreement.

Gpg4win consist of several independent developed packages, available under ﬂ
different license conditions. Most of these packages however are available

under the GMNU General Public License (GNU GPL). Common to all is that they

are free to use without restrictions, may be modified and that modifications

may be distributed. If the source files (i.e. gpgdwin-src-x.y.z.exe) are

distributed along with the binaries and the use of the GHU GPL has been

pointed out, distribution is in in all cases possible.

What Follows are the terms of the GNU GPL; for a list of individual
copyright and license natices please see the installed README file,

i |

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the recipients the same rights you have received.

Nullsaft Install Systen Z2i46=7
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¥ Gpg4win Setup

wWarning: Administrator permissions required for a successful installation

x|

Ky paralajmérim paraqgitet nése nuk keni privilegje administratori.

¥ Gpg4win Setup
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Choose Components
\ @ Chaoose which features of Gpgdwin you want to install,

Check the components you want to ihst_all and uncheck the components you don't want to

install. Click Next to continue.

Select components to install:
Kleapatra

[]Gra

GpgoL

GpgEX

[] claws-mail

Gpg4win Compendium

Space required: 98,4MB

NUllsaft Install Systen) ¥Z2i46-7

~ Description
Pasition your mouse
GYEr & component to
see s description.
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¥ Gpg4win Setup

Choose Install Location
Choose the folder in which to install Gpgdwin,

ogram Fil

Install Options




J;} Gpg4win Setup ] _-.Iglﬁl

Choose Start Menu Folder
\ . Choose a Start Menu folder for the Gpa4win shortcuts,

Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder.

oo

Accessories
Administrative Tools
Borland Delphi 7
Datakey CIP
Entrust

Games

JMulTi

McAfee

Microsoft Office -
Microsoft Office Tools

Microsoft Silverlight

Microsoft System Center 2012 ~|

|»
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¥ Gpg4win Setup

R0

Installing
Please wait while Gpg4win is being installed.

Extract: preferences-system-network.png
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¥ Gpg4win Setup ‘ =1o1x]

GPG 4vvm Completing the Gpg4win Setup

Wizard

Gpag4win has been installed on your computer,

Click Finish to close this wizard.

[~ Show the README file:

Click here for the project's homepage

< Back Finish Caricel J

Kur té hapni “Autlluk”-un, mund té paragiten kéto porosi:
GpgOL H x|

i ) ‘Welcome to GpgOL
1.2,1GpgOL adds integrated OpenPGP and S/MIME encryption and digital signing support to Outlook 2003 and 2007,

Although we tested this software extensively, we can't give you any guarantee that it will work as expected. The programming interface we are using
has not been properly documented by Microsoft and thus the functionality of GpgOL may cease to work with an update of your Windows system,

WE STRONGLY ADVISE TO RUN ENCRYPTION TESTS BEFORE YOU START TO USE GPGOL ON ANY SENSITIVE DATA!

There are some known problems, the most severe being that sending encrypted or signed mails using an Exchange based account does not work,
Using GpgOL along with other Outlook plugins may in some cases not work.

GpagOL B x|
i ) You have installed a new version of GpgOL.

Please open the option dialog and confirm that the settings are correct for vour needs. The option dialog can be found in the main menu at:
Extras-=Options->GpgOL,

Pastaj duhet té nisni aplikacionin “Kleopatra”:




™ Keopara
File View Cemificates Tools Seftings Window Help
B it R = Q

Gotrerpt.,.  DeoyotVefy,..  Import... Dwport Carty Lostup on Server. |

Name E-Mail

User-Ds  Valid From  Valid Until

Zgjidhni fushat “File”, mé pas “New OpenPGP Key Pair”.
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File View Certificates Tools Settings Window Hel
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cation Request..

@ Lookup on Server._ Ctri=Shift+1
B Import.. Ctrisl
5% Export. Ctil+F
8% Backup Secret Keyn
= Print Secret Key_
2% Pubiish on Servet CtrisShiftoF
5 Decrypt/Verify.,
i3 Sign/Encrypt..

Sign/Encrypt Folder..,

Create Checksum Flles..,

Verify Checksum Files..

Close Ctri=W
= aQuin Ctrl=Q
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File Viev Certificates Tools Settings W
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Sign/Encrypt. Decrypt/Verify... Import... Export... Cei
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| ™ Create OpenPGP Ce... ? =<

Enter a name andjfor an email address to use for the
certificate.

ITest l

Email address

ITesting@nbrm.mkl I
I:' Protect the generated key with a passphrase.

gAdvanced Settings... '

[ o ][ concer |

Zgjidh “Kleopatra”, “File”, “Export Certificates”:
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Key-ID




(v ) Kleopatra

File View Certificates

Sign/Encrypt... DecryptjVerify...

Tools Settings

ka fa =
Import...

Window Help
=R Q

Export... Certify..., Lookup on Server...

El =)

Certificates Notepad Smartcards

Search,.. <Alt+Q>

All Certifi

|3 AlCertificates

Name

Test

E-Mail

Testing@nbrm.mk

User-IDs Valid From Valid Until

certified 09.12.20... 09.12.2...
not cert... 09.12.2022 09.12.20Z .
certified

12.12.2022
13.12.2022

i4m 4am an

Certify...
Revoke Certification...
Trust Root Certificate

Distrust Root Certificate

12.12.2024
13.12.2024 .

43 42 "

B3

Change Certification Trust...

Change End of Validity Period...
Change Passphrase...
Add User ID...

&

Revoke Certificate...
Delete

Export...

Backup Secret Keys...

Print Secret Key...

W ®

B
-

Publish on Server...

B

Details

Key-ID

NTOCCNCT YAA

Del

Ctrl+E

Ctrl+Shift+E

Kété certifikaté té eksportuar duhet té ja dérgoni personit pérgjegjés né Bankén Popullore me té

cilin
ukazuvanje@nbrm.mk.

duhet té komunikoni

pérmes

porosive

té shifruara

né postén

elektronike

Kur té shkarkoni certifikatén nga lidhja https://www.nbrm.mk/ovlasteno-lice-za-priemna-prijavi-
od-ukazuvaci.nspx, duhet ta importoni até me aplikacionin “Kleopatra”: File, Import certificates,

Select Certificate File.



mailto:ukazuvanje@nbrm.mk
https://www.nbrm.mk/ovlasteno-lice-za-priemna-prijavi-od-ukazuvaci.nspx
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Me klikim té djathté né té&, zgjidhni “Certify Certificate”:

File View Certificates Tools Settings Window Help

2 i = o= ® Q = B
Sign/Encrypt... Decrypt/Verify...  Import... Export... Certify... LookuponServer... | Certificates Notepad
ISearch...<AIt+Q>
Al Certificates
Name E-Mail User-1Ds
certified
not cert..
. s certified
EUkazuvanje NBRSM _ Hbazinmnia@nherm mb rnr_fiﬁ

Test !
Revoke Certification...
Trust Root Certificate
Distrust Root Certificate

Change Passphrase...
Add User ID...

Revoke Certificate...
Delete

Export...
Backup Secret Keys...

Print Secret Key...
Publish on Server...

NORE ol

L
Ix
B

Details

Change Certification Trust...

Change End of Validity Period...

Del

Ctri+E

Ctrl+Shift+E




™ Certify Certificate: Ukazuvanje NBRSM - Kleopatra

Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.
Note: Only the fingerprint dearly identifies the key and its owner.

Fingerprint:
Certify with: m

D58A 65BA 0448 F(96 52BF FD1A 7EF6 5802 50CE 65BA

Lcertified, created: 09.12.2022)

Ukazuvanje NBRSM <Ukazuvanje@nbrm.mk>

’ Advanced

" Certify i ; ® cancel

Qé té dérgoni e-porosi té nénshkruar dhe té shifruar, duhet té ndjekni kéto hapa:

1. Me klikim té djathté né skedarin té cilin duhet ta shifroni zgjidhni “Sign and Encrypt”.

Open
Print
Edit

Sign and encrypt
More GpgEX options

Scan for viruses
Check reputation in KSN

Share

Open with
Give access 1o
Zipware

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

10




2. Né fushén “Encrypt for others” duhet té kérkohet certifikati i Sinjalizimit dhe té klikohet né
“Sign/Encrypt”.

(ﬂ Sian/Encrypt Files - Kleopatra % I

Sign / Encrypt Files

Prove authenticity (sign)

Sign as: |d 7 > (_oertiﬁed,i reated: 09.12. 2022) v |

Encrypt

<

Encrypt for me: 2 (oeftiﬁed, created: 09,12, 2022)

%

Encrypt for others: Ukazuvanje NBRSM <Ukazuvanje @nbrm.mk > {certified, OpenPGP, created: 13.. €4 ‘ ‘

m Please enter a name or email address... l

7Y

D Encrypt with password. Anyone you share the password with can read the data.

Output
Qutput files/folder:

I_E ‘C:/Users. Desktop/Test.txt.apg ql [_—a

|:| Encrypt / Sign each file separately,

' Sign / Encrypt : Cancel

3. Né fund klikoni né fushén “Finish”.
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™ Sign/Encrypt Files - Kleopatra ? X

Results
Status and progress of the crypto operations is shown here.

OpenPGP: All operations completed,

Test. txt — Test. txt.gpg: Signing and encryption succeeded.

=] e

4. Pas shifrimit té skedarit, ajo shtohet si shtojcé né porosiné elektronike dhe dérgohet né
postén elektronike vijuese ukazuvanje@nbrm.mk.

Vérejtje: Skedari i shifruar dhe certifikata mos té dérgohen né porosiné e njejté. Rekomandohet
té dérgohen né hapésiré prej 10 minutave njéra pas tjetrés.

12


mailto:ukazuvanje@nbrm.mk

