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Introduction 
 
 
The interpretation of some innovations and issues in the area of banking practices and 
standards is usually made by working out supervisory circulars. These circulars 
contain certain guidelines and recommendations arising from the perceptions of the 
National Bank of the Republic of Macedonia for the application of the international 
supervisory standards, as well as the features of the banking system and banking 
regulations in the Republic of Macedonia. 
 
Unlike the supervisory standards which are governed by the laws and the by-laws and 
which are binding, the supervisory circulars are aimed at providing more efficient 
way of fulfilling the set supervisory standards, i.e. meeting certain legal obligations. 
The amendments to the Banking Law made in June 2002 required from the National 
Bank of the Republic of Macedonia to set standards for ensuring the security of the 
information system of the banks. These provisions underlay the Decision on defining 
the standards for ensuring the security of the information system of the banks 
("Official Gazette of the Republic of Macedonia" no. 77/2003) adopted by the 
National Bank of the Republic of Macedonia Council in December 2003, which 
closely determine the risk management and control standards, which are essential 
from the aspect of the information system security, and the standards for providing 
business continuity in the banks. Thus, item 22 of the Decision on defining the 
standards for ensuring the security of the information system of the banks underlies 
the adoption of this supervisory circular. The recommendations and the guidelines 
stated in the International information system security management standard 
(BS7799-2:2002 and ISO/IEC17799:2000E) and the Basel operational risk 
management paper1 were used in the development of the above Decision and this 
circular. 
 
The National Bank of the Republic of Macedonia seeks to establish solid standards 
for the information system security. The application of such standards will ensure 
higher security of the information stored in the information system and higher degree 
of data integrity in different types of processing. The information system of the banks 
needs to be available and accessible to the staff and the clients for smooth 
performance of the banking operations, as well as to the management bodies for 
making prudential decisions, within their business needs and authorizations. 
 
This circular is not aimed at covering all aspects of information system security 
management, but it rather serves as a guideline in the defining and the establishment 
of adequate standards for ensuring information system security, defining of the rights 
and the responsibilities of the information security officers, and consequently, to 
provide adherence of the banks in the Republic of Macedonia to the set legal norms 
for the information system security.  
 

                                                           
1 Sound Practices for the Management and Supervision of the Operational Risk (Basel Committee 
Publications No. 96 - February 2003) 
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This circular consists of the following segments: 
 

1. Definition of the information system security 
 
2. Risk management and control process from the aspect of the information 

system security (hereinafter: Information security process); 
 
3. Place, role and responsibilities of the Board of Directors, the executive 

body and the audit; 
 
4. Chief Information Security Officer (ISO); 
 
5. Business Continuity Plan; 
 
6. IT outsourcing management; 
 
7. Determination of the pace of implementation. 
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1. DEFINITION of the information system security 
 
OBJECTIVE 
 
The purpose of the establishment of information system security standards is to 
ensure business continuity and to minimize the possible damage to the bank by 
active and preventive implementation of controls for mitigating the risk effects 
that might be caused by security incidents. 
 
DEFINITION 
 
Information is an asset which has value to the bank, and consequently, needs to be 
suitably protected. The information system security protects the information from 
wide range of threats for the purpose of ensuring business continuity, minimizing the 
business damage and maximizing the income from providing banking services. 
 
The information can exist in many forms. It can be printed or written on paper, stored 
electronically, transmitted by mail or by using electronic means, shown on films or 
disclosed in conversation.  
 
The information systems increasingly face threats and exposures to risks arising from 
various sources, including computer frauds, espionage, hacking, and the new viruses 
are more frequent, more ambitious and more sophisticated. 
 
Regardless of the form of the information or the devices it is conveyed through 
or stored in, it should always be adequately protected. 
 
Information system security is defined as ensuring: 
 

1. Confidentiality - the information is available only to persons who are vested 
with authorized access thereto. The bank has to establish processes, 
procedures and controls for protection of the information from unauthorized 
access; 

 
2. Integrity - protection of the accuracy and the comprehensiveness of the 

information and the processing methods. The bank has to establish processes, 
procedures and controls used for prevention from altering the information in 
an unauthorized manner and unauthorized system management which could 
weaken the information accuracy, comprehensiveness and reliability; 

 
3. Availability - the authorized users have access to the information and to the 

other accompanying devices necessary for its presentation, if needed for the 
business. The bank has to establish processes, procedures and controls used 
for enabling the authorized users to have access to the information and the 
systems, if there is a business need.  

 
The information confidentiality, integrity and availability could be of essential 
relevance for maintaining the competitiveness, liquidity, profitability, legal 
compliance and the reputation of the bank. 
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If one of the above principles is not met, or disturbed, the bank's information 
system shall be considered UNRELIABLE. 
 
For the purpose of ensuring information system security, a CONTINUOUS 
PROCESS of information security should be established, with the bank's 
management bodies providing a STRONG support. The process should include 
adequate participation of all employees so that it could be implemented 
throughout the bank, since the information system security CANNOT be 
achieved only by technical devices. 
 

 
 
 

 
 

Figure 1 Information system security in the bank cannot be achieved only by technical 
devices 
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2. INFORMATION SECURITY PROCESS 
 
The bank has to establish CONTINUOUS process of information security and 
determine the roles and the responsibilities of the management bodies and the 
employees. 
 
The information security process is a methodology used by the bank for 
implementation and achievement of the objectives which lead to information 
system security. The process should be designed such as to provide identification, 
measurement, control and monitoring of the risks related to the confidentiality, 
integrity and the availability of the systems and the data.  
 
This process should contain the following steps (sub-processes): 
 

1. Risk assessment - the bank has to develop a continuous process of 
identification of the weaknesses and the threats to its information systems. The 
process should identify the possibility and the frequency of occurrence of the 
threats, in order to determine the potential damage if they occur; 

 
2. Information security policy - the bank has to adopt an information security 

policy, constituting a management STRATEGY (plan) for managing the 
identified risks (mentioned in the step above) to the bank's information system 
security; 

 
3. Security control implementation - the bank has to establish administrative, 

physical and technical control for protecting the information and system 
security at several levels; 

 
4. Security testing - the bank has to establish a process of professional, 

independent and impartial testing of the efficiency and the adequacy of the 
implemented controls specified in the information security policy; 

 
5. Monitoring and upgrading - the bank has to establish a process of 

continuous gathering and analyzing information from the aspect of the new 
threats and weaknesses, actual attacks to the bank or other financial 
institutions combined with the efficiency of the existing security controls. The 
monitoring and the upgrading will make the information security process 
continuous. 

 
2.1. Risk assessment 
 
The bank has to keep a continuous process of assessing the risks to the information 
technology, entailing the following steps: 
 

• Identification of the information system assets of the bank (types of 
information and types of information transmission systems); 

 
• Classification of the information system assets of the bank (giving value to 

the assets); 
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• Analysis of the probability of occurrence of the threats to and the 
weaknesses of the system and the possible consequences for the bank's 
information system; 

 
• Prioritization depending on the risk size. 
 

The assessment of the risk to the information system security constitutes a step of 
identification of the risks to the information system confidentiality, integrity and 
availability. The risk assessment process is a necessary step for establishing an 
information security strategy and policy. The initial risk assessment might require 
significant one-time effort, but in the future it should be made permanently. 
 
2.1.1. Identification of the bank's information system assets 
 
The information system assets have value to the bank. Therefore they should be 
suitably protected for the purpose of providing continuous and accurate banking 
operations. 
 
The identification of the assets that constitute a part of the bank's information system, 
includes analysis of a wide range of information relevant to the functioning of the 
bank. Any asset, which is a part of the bank's information system, should be clearly 
identified in this step, with its custodian being defined. 
 
For the purposes of this Circular, the following could serve as an asset of the 
information system of the bank: 
 

• Electronic documentation - system documentation, instruction manuals, 
operating procedures, plans, training; 

 
• Written documentation - agreements, instructions, written credit files, 

documents containing relevant and confidential data on the bank; 
 
• Software assets - applications, system applications, developing tools; 
 
• Physical assets - computers and communication equipment, magnetic media, 

(tapes and discs), other technical equipment (aggregates, air-conditioning 
systems), furniture; 

 
• Human factor - staff; 
 
• Services - computer and telecommunication services used by the bank, 

including power and telecommunication connections; 
 
This step should result in so-called "Information Book" including all assets 
considered being main parts of the information system of the bank, their location 
and custodian. 
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This Information Book should include the TECHNICAL INFORMATION 
BOOK covering the overall hardware, software and telecommunication 
inventory of the bank, as well as its network diagram.  
 
The executive body has to have a basic understanding of the most important 
components of the system and the manner of transmission and flow of the 
information through the system.  
 
An example of useful information which could be stored in the hardware 
information book: 
 
• For servers 

• Manufacturer and model 
• Processor capacity (Million Instructions Per Second - MIPS) 
• RAM memory 
• Memory (HDD, tapes, tape silo…) 
• Network connection 
• Function 
• Location 

 
• For personal computers (desktops) 

• Manufacturer and model 
• Holder and purpose of holding 
• Network connection 
• Connection with external networks (modem or wireless card) 
• Location 

 
• For network equipment 

• Manufacturer and model 
• Type 
• IP address 

 
There are at least three types of division of the software inventory as follows: 
operating systems, application software, and so-called back-office software. 
 
The application software covers the main banking applications and the main 
applications used in the bank for operating the personal computers. The so-called 
back-office software should house all other applications used in the case of support of 
the primary applications (such as base management software, data protection 
software, anti-virus software, internet server and application support software and 
errors and irregularities control software, etc.) 
 
An example of useful information which could be stored in the software information 
book: 
 

• Name of application (ex. Ledger, retail banking…) 
• Manufacturer or supplier 
• Serial number 
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• Version level of application 
• Patch level 
• Number of installed copies 
• Number of held licenses 
• Type of license 

 
The bank's network infrastructure is of a great relevance to the business continuity. 
The bank has to hold a network diagram on its information system, fully 
showing the connection of all components of the information system. The network 
connection should contain sufficient details such as: 
 

• Identification of all internal and external connections (including Internet, 
modems, wireless connecting…) 

 
• Description of the manner and the type of connection (DSL, ADSL, dialup, 

wireless) 
 
• Presenting the connection  bandwidth 
 
• Identification of the encrypted channels or other types of channel for safe 

communication 
 
• Presenting the type and the capacity of the network connections (switches, 

routers, hubs) 
 
• Presenting the main components for information system security (Firewalls, 

Intrusion Detection and Prevention Systems and the so-called Honey Pots 
Systems, if installed) 

 
• Presenting the open communication ports between the network devices 

(NOTE: in the banks, only the communication ports needed for business 
purposes should be open, and all others should be CLOSED. Please note 
that many technical devices are delivered from the factory with open 
communication ports). 

 
 
2.1.2. Classification of the bank's information system assets 
 
The classification and the evaluation of the assets are the most important factors in the 
conduct of successful risk analysis. 
 
Therefore, the major critical components of the system should be identified, i.e. to 
recognize its boundaries, to determine the sensitivity and the importance of the 
hardware and the software, the information which are stored, processed and 
transmitted. 
 
The system classification is a segregation of the information system by the 
information sensitivity. The banks should decide on the type of their information 
classification and the manner of their protection. In the case there is no evaluation 
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of the sensitivity of the assets and the information, all other assets and information 
shall be considered highly sensitive and all of them should be subject to proper 
security controls.  
 
Key part in the assets classification is the ranking of data, documents and systems 
according to their importance to the successful performance of the bank's operations 
and the potential damage from the inadequate manner of keeping the sensitive 
information, such as: 
 

• Confidential data, business secret; 
 
• Public, internal, confidential and top secret assets or documents, etc. 

 
The ranking and the evaluation of the documents should be made together with the 
bank's staff who directly manages them. The employees are aware of the real loss and 
the potential damage the bank could suffer from the inadequate management of the 
sensitive documentation. 
 
The value given to the information system assets should be in correlation with the 
expense for the purchase and maintenance of the assets and the potential impact from 
the loss of confidentiality, integrity and availability of the asset to the bank. The bank 
should develop its own merit scale for the information system assets which will show 
the loss of the bank from the disturbed confidentiality, integrity and availability, such 
as: 
 

• Low, medium and high or 
 
• Very low, low, medium, high and very high. 

 
The bank should define its evaluations and limits for successful classification of the 
information security assets. 
 
As a result of this step, the Information Book should be updated with the 
classification and the evaluation of any identified asset, according to each 
criterion (confidentiality, integrity, availability). 
 
2.1.3. Analysis of the probability of THREATS and WEAKNESSES  
 

2.1.3.1.  Identification of THREATS and WEAKNESSES of the systems 
 

Threat is a potential undesired event which could cause damage to the stable 
operating of the information system, and consequently, to the stable 
operating of the bank itself. 
 
The weaknesses are related to certain information system assets. The 
weaknesses of the system do not cause damage by themselves. The threats to the 
information system security use the weaknesses of certain assets to cause 
instability of the bank's system. The threats are identified and measured by 
creating and analyzing scenarios. 
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The weaknesses of the bank's information system should be identified, and they 
could be of: 

 
• physical nature - lack of physical security; 
 
• administrative nature - lack of properly trained staff, lack of work 

procedures; 
 

• technical nature - inadequacy of the technical configuration 
 

Therefore the following should be done: 
 

• identification of the weak internal control systems and the organizational 
weaknesses (such as weak support from the executive body, inadequate 
training of the staff, inadequate expertness and staffing, improper work 
procedures and policies); 

 
• identification of the technical weaknesses (such as weaknesses in the 

existing hardware and software, weak (basic) configuration of the servers, 
networks and tellers); 

 
• identification of inadequate and insufficient physical security of the bank; 
 
• identification of the new security recommendations and requirements of 

the regulations; 
 
• identification of the threats to the information system arising from 

dishonest persons, staff and others who could, deliberately or accidentally, 
cause damage, as well as external effects beyond control of the bank (such 
as earthquake, flood, fire, inaccessibility to telecommunications or 
electricity, etc.); 

 
This identification step produces a list of wide range of weaknesses for a certain 
information system assets and threats which could be associated to a certain 
weakness. 
 

 
Threat 

 
Potential weakness 

 
Risk 

 
Virus Lack of anti-virus protection Virus infection 
Hacker  Weak (basic) configuration of the 

bank's server 
Unauthorized access to confidential 
data 

Staff Irregular configuration of the 
tellers 

System error  

Fire Lack of fire extinguishers  Damaging of the building and the 
equipment 

Staff Improper application access 
controls  

Unauthorized access to confidential 
data 

(Table 1 - Examples of threats to the bank's information system assets) 
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2.1.3.2.  Analysis of the probability of threats and the possible 
consequences for the bank 

 
The executive body should use the data processed in the previous steps and make 
an analysis of the assets and the risks associated thereto. The analysis should 
identify the different events and threats that could adversely affect the 
achievement of the strategic and operating objectives of the bank. 
 
The probability analysis of a threat to cause a damage to the bank by using certain 
weakness should be ranked on an adequate scale: 

 
• Very likely - it is likely that the threat will occur; 
 
• Likely - the threat could occur, but there are some protection mechanisms; 
 
• Unlikely - it is unlikely that the threat will occur, since there are adequate 

protection mechanisms in place. 
 

The analysis of the occurrence of certain threats should take account of: 
 

• Deliberately caused threats; 
 
• Accidentally caused threats. 

 
Accidental threats are incidents resulting from inadequate internal control 
systems and improper work procedures, inadequate access controls and lack of 
physical security or natural disasters. 
 
Deliberate threats are usually caused by highly motivated intruder (paid by the 
competition, former employee, etc.) who can use the weaknesses of the 
information system of the bank. 
 
The analysis of the probability and the possible damage to the bank should be 
analyzed by using scenarios. The scenarios should entail intrusions to the 
physical security, the technical security and scenarios where the staff does not 
adhere to the administrative work procedures. Mostly, the intruders of the so-
called "social engineering" type are intruders to the bank seeking to get 
information for which they are not authorized, by manipulating the thrust of 
the staff of the bank. In that case, the adequacy and the efficiency of the 
adherence to the security procedures of the employees in the bank should be 
regularly tested, particularly those who work with sensitive documentation. 
Often the intruder can easily get sensitive documentation or access codes and 
passwords in this manner, rather than through an external intrusion of the 
information system (ex. through the Internet). 
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2.1.3.3. Risk measurement methods 
 

There are two generally accepted risk measurement methods such as: 
 

• QUANTITATIVE method and 
 
• QUALITATIVE method. 

 
The idea for establishing such risk measurement methods is to form a list of 
potential threats and real financial damages to the bank. The executive body 
should, using the list, develop a strategy for mitigating the high risks by 
compiling priority lists of activities for implementing suitable controls and 
accepting all other risks. 

 
2.1.3.3.1. Quantitative risk analysis 

 
This method gives values from the extent of probability, such that as real 
number as possible should be given to the respective coefficients. Basic 
coefficients should be defined for this approach such as: asset value, frequency of 
occurrence of the threat, control efficiency, probability of occurrence of the threat, 
etc. This approach requires well understanding of all coefficients, so that they 
could be incorporated in an equation, with a view of successful risk measuring. 
This approach should define: 

 
• SLE - (Single Loss Expectance) - a loss, presented in Denars, suffered by 

the bank in the case of such event; 
 
• AV- (Assets Value); 
 
• EF - (Exposure Factor) - is a percentage of the loss which will cause the 

threat to the asset value; 
 

By defining the above coefficients, the following equation could be derived: 
 

SLE = AV x EF 
 

Example: If a server of the bank is worth Denar 1,000,000 (AV = 1,000,000), and 
a fire breaks out in its location, the damage to the server from the fire is calculated 
to be 25% (EF = 25%). This coefficient varies if the bank (does not) have proper 
physical controls in place (such as fire protection devices). In such case, the loss 
from a single expectance would be: 

 
SLE = AV x EF = 250,000 
 

The following coefficients are defined below: 
 

• ARO - (Annual Rate of Occurrence) is a frequency of occurrence of an 
event within a year. It ranges from 0,00 (never) to 1,00 (always) 
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• ALE - (Annual Loss Expectance) is an annual loss from occurrence of an 
event according to the coefficient for occurrence of the event (ARO). 

 
The above leads to the conclusion that: 

 
ALE = SLE x ARO 

 
The example should further define the ARO coefficient, i.e. if a fire breaks out 
once in ten years (statistically) in this region, than ARO = 0,1 and we can 
calculate that: 

 
ALE = SLE x ARO = 250,000 x 0,1 = Denar 25,000. 

 
This value (ALE) defines the maximum annual value the executive body could 
spend for protection of the assets (server) from the respective threat (fire). If the 
executive body spends more than the maximum annual value a year, there is no 
economic justification for the investments for implementation of such controls, 
since the damage in real terms will be lower than the funds spent for control of the 
occurrence of such damages. 

 
Prior to the implementation of the security controls for mitigation and risk 
control it should be ensured that they are economically justified. The bank 
SHOULD NOT invest in control protection mechanisms the price of which 
exceeds the total value of the asset of the bank. 

 
In this type of risk analysis, as more real coefficients and values as possible 
should be given so that the management could obtain more real and quantitative 
picture of the losses from different threats. 

 
2.1.3.3.2. Qualitative risk analysis 

 
This risk analysis method consists of discussion and analysis of different types of 
scenarios and potential risks to the stability and the safe operations of the bank. 
This method includes teamwork of experienced staff who understands the overall 
operations of the bank and is aware of the potential risks. The ISO elaborates the 
possible scenarios to the team and proposes and offers solutions that could 
contribute towards preventive circumventing of the threat. This method ranks the 
gravity of the threat and ranks possible solutions for risk mitigation (ranking 
of the efficiency of certain possible security controls). Each team member ranks 
the gravity of the threat and the potential loss to the bank. The bank should 
develop an internal ranging scale which could be descriptive (low, medium, 
high) or numerical (1, 2, 3, 4, 5). When the team completes the ranking of the 
gravity of the threat and the risk, and thus the ranking of the efficiency of the 
individual controls, a report should be prepared and submitted to the executive 
body so that they can make reasonable judgement and more efficient control for 
providing more secure information system. 

 
Example: We take a scenario where the bank was intruded by an external third 
party and several credit files were stolen from the loan officers. The team 
participating in these scenarios should be experienced and understand the control 
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and procedures in place applied to whole bank. They value the size of the threat 
and the probability of it to arise, ranging them from 1 to 5 (1-lowest, 5-highest). 
What would be the consequences for the bank and what are the possible 
implications on the future operations of the bank? Finally, the efficiency of certain 
controls, which are to be offered as proper solutions for mitigating the risk level of 
the threat, is also ranked. 
 
The summary results should be presented to the executive body which, on the 
basis of this report, should conclude that this threat to the bank is fairly high, and 
that the most appropriate solution for mitigating this risk is the installation and 
configuration of firewall (Table 2). 

 
Threat: 

Hacker gets an access to 
confidential data of the bank 
(credit files) 

 
 

Size of 
the threat 

 
 

Probability of 
occurrence 

 
 

Loss to 
the bank 

 
Control 1: 

Firewall 
efficiency 

Control 2: 
Efficiency of the 

Intrusion Detection 
System (IDS) 

IT manager 
Administrator 

4 
4 

2 
4 

4 
4 

4 
3 

3 
2 

Programmer 2 3 3 4 3 
Department manager (loans) 5 4 3 4 3 
Officer (loan) 4 4 4 4 3 
 
RESULTS 

 
3.8 

 
3.4 

 
3.6 

 
3.8 

 
2.8 

 
Table 2. Example of qualitative risk analysis 

 
The risk of each scenario is a function of the probability the event to occur and 
the possible damage to the bank. 
 
As a result of this step, a probability analysis should be made stating that certain 
threat could use respective weakness of some information system assets and the 
damages (quantitative or qualitative) to the bank from disturbing the 
information confidentiality, integrity or unavailability of parts of the bank's 
information system. 
 
2.1.4. Giving priority 
 
This step ranks the risk (probability and damage) of different scenarios with a view of 
presenting the risk and the results thereof in analytical form. The derived risk analysis 
should serve for developing a list of priorities that are to be solved by the executive 
body. As for the risks that could cause large damage to the bank, the executive body 
will have to response promptly or establish a timeframe for their mitigation. The 
executive body can decide to accept risks of lower degree and not to introduce 
controls for their mitigation. This step includes selection of the level implying the 
boundary between the risk control and acceptance of the risks by the executive 
body.  
 
The risks that require action should be elaborated in the information security 
policy. 
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2.2. Information security policy 
 
The information security policy is a FUNDAMENT of the development of the 
information security process. Also the policy should provide for developing additional 
issues from the aspect of security. The procedures, standards and the instructions 
resulting from the policy will contribute towards more precise, gradual developing of 
all aspects for ensuring reliable and consistent information system. 
 
The information security policy should be established according to the top-down 
principle in the bank. Therefore A STARTING POINT of the information security 
process is the executive body of the bank. The executive body should elaborate on the 
manner of establishing the information security process in the bank, which are its 
objectives (strategic) and explain its implementation at various levels of the bank. The 
policy should define the risk assessment methodology and the quantity of risk 
acceptable for the executive body, and also, the manner of managing high risk. The 
policy should also state the policies resulting from this information security policy. 
 
2.2.1. Standards, guidlines and procedures 
 
The information security policy should be developed by working out additional 
security policies and accepting standards, as well as working out instructions and 
procedures for their further explaining and developing. 
 
The standards define the activities, presented as rules and restrictions, which 
ensure achievement of the defined objectives with the information security 
policy. Example: If we seek to achieve encryption of the overall confidential 
documentation, the bank will have to specify encryption standard in order to achieve 
more reliable information system. 
 
The bank has to specify the standards it will follow and adhere to. 
 
The guidlines contain more detailed instructions for the activities which are to be 
undertaken and applied and give operating guidelines for the system users. All 
recommendations given by the management should be stated in the instructions. 
 
The procedures constitute precise steps which are to be undertaken for the 
purpose of achieving certain policy objectives. The procedures could be 
communicated to the end users, employees who are to conduct certain activities for 
improving the security of the bank as a whole. The procedures specify the manner 
of implementation of the policies, standards and guidlines in the bank. Example: 
if the "backup" is declared to be a standard in the bank, the procedures should 
develop, in details, the backup process, its timeframes, storage… 
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Figure 2 (shows the pyramid of developing an information security policy by 
working out information security standards, instructions and procedures) 

 
The key factors that affect the success of the information security policy are 
given below: 
 

• Obtaining support and active participation of the executive body; 
 
• Conduct of comprehensive analysis of risks to the bank's information system; 
 
• Successful information system classification; 
 
• Implementation of security controls for the purposes of risk control and 

management; 
 
• Establishment of a set of precisely defined moral and ethical codes of conduct 

of the staff regarding the information system security; 
 
• Getting a statement (confirmation) from all employees that they read and 

understood the information security policy, particularly the part referring to 
reasonable usage of the bank's information systems; 

 
• Providing adequate staff training and education for the information system 

security; 
 
• Annual policy revision, the amendments to which will be specified by the 

Board of Directors. 
 
Key elements of the information security policy which are to be developed by 
additional polices, standards, instructions and procedures are: 
 

- information classification for the purpose of this Circular implies ranking of 
information in the bank by the degree of their sensitivity (example: public, 
confidential, top secret…) 
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- training of the staff regarding the proper (reasonable) usage of the 
information system of the bank (proper operation of the bank applications, 
proper usage of Internet and e-mail for business purposes). The bank should 
define the activities which should not be preformed with the bank's 
information system (such as ban on installing hardware and software which 
could disturb the security of the overall system, modems, wireless 
communication, viruses). This policy should be communicated to all 
employees and to those who have access and business need of the 
information system (staff, outsourcing…), who have to sign a statement 
confirming that they read and understood it; 

 
- Definition of the role of the internal and the external audit from the aspect 

of ensuring the information system security; Definition of the role of the 
Internal Audit Department from the aspect of testing and assessing the 
efficiency of the implemented control systems regarding the information 
system security. Also the Internal Audit Department should take active 
role in the definition of the necessary audit and control traces kept within 
a certain time period; 

 
- Definition of the relation with the outsourcing of the bank. Definition of 

the manner of access of the IT outsourcers to the bank and definition of 
the legal norms in the contracts with the outsourcers and the uniform 
rules for selection of outsourcing; 

 
- Definition of the control of access to certain resources of the bank (manner of 

user  control and identification); 
 
- Monitoring of configurations (security upgrading, upgrading of new versions, 

changes in parameters and codes of applications, preparation and migration of 
the application in production); Definition of the manner of upgrading of the 
system, more precisely the operating systems, the bank's applications and 
conducting data conversions. The executive body is recommended to 
organize these assignments by establishing project teams having precisely 
defined objectives and accomplishment periods.  

 
- Establishment of a Business Continuity Plan (hereinafter BCP) of all 

business functions of the bank; 
 
- Establishment of an anti-virus protection; 
 
- Definition of telecommunications (modems, firewalls, monitoring systems, 

alarming and recording of unauthorized access to the information system, 
encryption); The internal control techniques and systems used for 
providing functionality of a certain service (such as Internet, e-mail, e-
banking). The internal control techniques and system are aimed at 
preventing from and detecting a possible internal or external intrusion 
and establishing a response processes in the event of potential intrusion 
on the information system of the bank. 
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- Restriction of physical access (ban on unauthorized physical access to certain 
areas in the bank); Example: Division of the bank into security zones. Each 
security zone can have its own specific physical access controls.  

 
- Establishing additional security mechanisms (fire protection, flood protection, 

monitoring, sensors, alarms); 
 
- Protection of the inventory from theft or unauthorized taking of media, 

hardware or software out of the bank, etc.; Apart from the physical 
security, these objectives could be achieved by introducing internal control 
systems, that is establishing efficient systems of recording, keeping, 
transmitting and writing off parts of the information system. 

 
- Definition of activities undertaken when the bank suspects or identifies an 

incident related to the information system security, which is to be reported to 
the National Bank of the Republic of Macedonia and the Ministry of Interior. 
The banks should submit the notification (Annex 2 to this Circular) to the 
National Bank of the Republic of Macedonia within five days after this 
security incident is being identified. 

 
These proposed elements could be considered a starting point for developing the 
information security policy. Additional elements, which are not included in this 
Circular, but are relevant to the information system security of the bank, might 
also need to be developed.  
 
2.3 Implementation of security controls 
 
The information system security could be ensured by several control levels: 
physical, technical and administrative. These three categories can be additionally 
divided into prevention and detection controls. 
 
The prevention controls are aimed at preventing undesired events, and the 
detection controls seek to detect the event after its occurrence.  
 
Adequate physical, technical and administrative controls should be undertaken for 
achieving the desired level of information system security, as well as balance between 
the prevention and detection controls for the purpose of achieving the objectives of 
the information security policy. 
 
The combinations of physical, technical and administrative controls that are the 
most suitable to a specific circumstance might be identified only by conducting a 
comprehensive risk analysis. 
 
There is no universal pattern which could be copied from other banks. 
 
2.3.1. Physical controls 
 
The physical controls serve for ensuring adequate physical security in the bank. 
Examples of physical controls are locks, guards, badges, alarms and similar measures 
for control of the access to the information systems of the bank. These measures are 
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aimed at preventing from possible threats such as espionage, alienation and 
destruction or damaging caused by an accident or natural disaster (flood, 
earthquake…). 
 

2.3.1.1. Physical prevention controls 
 

Physical prevention controls are used for preventing from unauthorized access to 
the information systems and for protecting from natural disasters. These controls 
are the following: 
 

• Data protection - in the case of deliberate or accidental destruction of data 
or documentation, the protected data should be available and accurate. 
The protected data should be kept on a safe location constructed of 
noncombustible materials. The protected data should be kept on a 
remote location with an aim to avoid the risk of destruction of the 
original and protected data and systems from the same security 
incident. The protected data of sensitive nature should have the same 
protection level as the original data; 

 
• Fence - the fence can be additionally monitored by cameras or secured 

with alarm systems.  
 
• Guard service - stationed at the entrance of the building with an 

assignment to allow access of authorized persons on the premises of the 
bank. The guards are efficient only if provided with procedures for the 
assets which can (not) be taken out of the bank without prior authorization. 
The efficiency of the guard service can be even larger if supported by 
alarm appliances and warning indicators which they could follow; 

 
• Badges - the physical security could be controlled only by issuing 

adequate badges valid only for the respective security zone of physical 
access; 

 
• Locks and keys - most often used for control of access to restricted areas. 

Since it is hard to control the copying of the keys, most banks avoid the 
regular locks and keys. Coded locks are recommended (such as 
combination of numbers pressed in certain order which opens the door); 

 
• Power generators - the information systems are highly available, even in 

the case of interruption in the power supply. This is usually achieved by a 
combination of battery-based generators, so called UPS and power 
generators on petrol, diesel, kerosene or some natural gas. The 
executive body should make sure that the battery-based generators and the 
central power generator are properly configured throughout the bank. 
Their work needs to be synchronized, i.e. when there is a shortage of 
power, first, one should turn on the electric battery-based generators (time 
in milliseconds) during which one should start and put into operation the 
central power generator. The UPS systems should generate power 
sufficient for reasonable time period and for continuity in the operation of 
the information equipment by the time the power supply resume or by the 
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time the power generator takes over the operation. The power generator 
should be able to ensure business continuity of the bank for a period 
of two to three days. The bank should periodically test the power 
generator with the aim to verify its functionality.  

 
• Selection of location (Primary and alternative) - it should be made 

carefully so as to avoid the evident predictable risks in the area where it is 
located. (Ex. to avoid the risks of flood, earthquakes or fires in the area. To 
avoid location close to airports or railroads in order to avoid the vibrations 
which might damage the electronic devices).  

 
• Fire protection devices - devices the purpose of which is to protect from 

and bring the potential fire in the bank under control. The purpose is to 
prevent from disaster, casualties and loss to the infrastructure of the bank. 
The information system is an important part of the infrastructure of the 
bank and therefore it should be appropriately protected from fire. The 
information systems should be located far from the potential fire activators 
(kitchens, bars…). The furniture in the computer room should be made of 
noncombustible material. The fire extinguishers should be properly 
deployed in the bank so as to be available in the case of fire. The staff 
should be trained and educated to handle these devices and to understand 
the procedures that are to be followed in the case of fire. Usually, 
automatic fire extinguishers are installed in the ceiling of the computer 
center. The risk of extinguishing with water in the computer center is far 
higher than the fire itself. If the fire is extinguished with water or foam, the 
room should have special water-resistant covers for covering the critical 
equipment before the fire is brought under control. Special gases are 
recommended which squeeze out the oxygen, thus bringing the fire under 
control, in places where the staff has already been or can easily be 
evacuated. 

 
2.3.1.2. Physical detection controls 

 
The physical detection controls warn the information security officers that the 
physical protection measures are disturbed. These controls can be: 

 
• Motion detectors - installed in the computer rooms where there are no 

people, or can be turned on throughout the bank after the working hours. 
The motion detectors have to be permanently monitored by the guard 
service; 

 
• Smoke and fire detectors - should be installed on the ceiling and in the 

double floor. As the technology advances, the so-called VESDA systems 
are invented which represent early fire detection systems. These detectors 
are far more sophisticated and improved compared to the conventional fire 
detectors. They permanently take a sample of the air in the premise and 
can easily detect burnt cable or wire in the early stage and alarm the 
management. The bank should regularly control and run tests checking the 
accuracy of all smoke and fire detectors. 
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• CCTV monitors - the aim is to obtain audio and video surveillance of the 
areas which are to be under permanent monitoring (such as the entire 
computer hall, the bank's main server, entrances or exits, etc.); 

 
• Sensors and alarms - should continuously monitor the equipment work 

environment and make sure that the work temperature of the air and 
humidity in the room specified and recommended by the manufacturer are 
achieved. 

 
 
2.3.2. Technical controls 
 
Technical controls are controls built in the information equipment, the application 
software, the communication equipment and the supporting devices by the 
manufacturer of the equipment. The technical controls are also called logical 
controls. 
 

2.3.2.1. Technical prevention controls 
 

The technical prevention controls are used for preventing persons, applications 
or processes from getting access to the information resources for which they have 
no authorization: 

 
• Access control lists - the bank should establish control of the access to 

certain information resources. In most systems, the access to data and 
applications is implemented with access control lists to the information 
system resources. These lists give access to certain resources only to 
authorized and registered users; 

 
• Anti-virus - the bank has to have an anti-virus application in place at the 

bank level. The significance of this application has to be emphasized, since 
it takes epidemiological proportions in the information world. The risks 
related to the viruses are very high, as they can cause business 
discontinuity in the bank and loss of data. This software is usually 
"updated" daily for the purpose of adding new definitions of viruses 
which occur every day. 

 
• User name and password - the user names of the information system 

should be the only way of identifying the system users. One should 
avoid opening user names on the bank's system which cannot carry out a 
single user identification. It is not recommended to open user names such 
as bank, names of organizational units, names of outsourcers and other 
general names which cannot precisely identify the user who worked on the 
system and whether they have the required authorization level. 

 
There is no magic rule for the selection of passwords, but it depends on the 
environment and the security level one seeks to achieve. 
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Here are only few considerations related to the passwords: 
 

• Costs for password replacement; 
 
• Risk of breaking through the password (see table 1); 
 
• Manner of distribution to the end users; 
 
• Possibility of breaking through the password; 
 
• Number of allowed wrong attempts. 

 
Recommendations for password management: 

 
• Validity: 120 days for common users; 
 
• Validity: 60 days for privileged users; 
 
• Validity: 30 days for security persons; 

 
• The user can change the password before it expires; 

 
• Keeping audits trails of the changes in the passwords. 

 

Type of password Length Possible combinations Time for breaking 
through 

Letters (lowercase and 
uppercase) 6 characters 308.915.776 Less than a minute

Letters (lowercase and 
uppercase) 6 characters 19.770.609.664 1 day

Letters (lowercase and 
uppercase) and numbers 6 characters 56.800.235.584 3 days

Letters (lowercase and 
uppercase), numbers and 
special symbols 

6 characters 606.355.001.344 5 weeks

Letters (lowercase and 
uppercase), numbers and 
special symbols 

9 characters 472.161.363.286.556.672 77 thousands of years

 
Table 1. Types of passwords and time necessary for braking through with the power 

of the information technology 
 

• Smart cards - plastic cards with a built-in computer chip (memory/processor). 
The cheap may be either microprocessor with an internal memory or only 
memory. The smart card memory may contain encrypted data, which may 
serve for authentication of the user. In combination with the PIN number 
verification, they offer a reliable authentication at two levels. They are 
recommended for access to the bank's most sensitive documentation. Also 
smart cards can serve for electronic documentation management and 
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electronic signing of documents under the regulations governing the electronic 
signature and for the purposes of E-Banking. 

 
• Encryption - is a transformation of the pure text to so-called 

incomprehensible (encrypted) text using cryptographic techniques. Encrypting 
is recommended in the transmission of sensitive information. There are two 
manners of encryption: hardware and software; 

 
• Remote access control - system of internal technical controls aimed at 

mitigating the risk of unauthorized access of outsiders to the bank's 
information system. If there is a remote access to the system of the bank, it 
should permanently monitor and follow the audit trails defined for the 
purposes of the remote access. The bank has to carry out all necessary controls 
so as to increase the security of the type of solution (callback, VPN, 
encrypting, Access servers, etc.). 

 
2.3.2.2. Technical detection controls 

 
These controls are used for detection of the impacted technical prevention controls 
installed in the system and for alarming the protection and control systems. They 
are the following: 

 
• Audit trails - snapshots of the system activities which can reconstruct and 

audit the sequences in the case of transaction, from top to bottom. The 
above provides a significant evidence and trail in the attempt of disturbing 
the established information system policy. These reports should be 
controlled on a regular basis, monitored by the Information Security 
Officer (hereinafter: ISO) for the purposes of analyzing the unauthorized 
access; 

 
• Intrusion Prevention and Detection System - the bank should have 

systems in place for prevention or detection of an incident or 
disturbances of the security policy as they occur, rather than after 
they occur. Any unauthorized activity shall be reported to the ISO who 
undertake coordinated response. These systems should be implemented 
particularly in the part of access to Internet or E-Banking services 
(irrespective of the type of the system, open/closed). This will help the 
implementation of an effective, fast and reliable warning system in the 
case of more serious disturbances in the defined information security 
policy of the bank.  

 
2.3.3. Administrative controls 
 
Administrative controls include establishment of procedures, instructions, strategies 
and security policies which grant the staff, who has an access to the information 
system, the authorization necessary for conducting its business processes and have a 
clear picture of the activities regarding the provision of more reliable information 
system. 
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2.3.3.1. Administrative prevention controls 
 

These controls are mostly oriented to controlling the staff conduct for the purposes 
of ensuring confidentiality, integrity and availability of the information system. 
They are as follows: 

 
• Registration of the user for operating the system - with this the staff is 

formally conferred the rights and privileges for operating the system for 
the purpose of performing their business activities. Prior to the 
registration, the user has to understand and agree on the operations 
that they are (not) allowed to perform on the information system. The 
bank should keep statements signed by all employees that they 
understand the manner of reasonable (adequate) usage of the 
information system of the bank. The statements should indicate their 
responsibilities from the aspect of providing higher security of the system 
and the measures which are to be undertaken in the case they cause a 
security incident. 

 
• Procedures for recruiting and termination - the bank should have 

procedures in place for recruiting employees. There should also be 
procedures for dismissing employees, regardless of the manner of 
terminating the employment, for the manner of closing and blocking the 
profile of the employee opened in the system, as well as transferring of all 
keys, badges, laptops and other assets available to them. The user profile 
should be deleted (disabled) or adjusted and assigned to the employees 
who replace them. 

 
• Contracts - in this light, the bank should pay special attention to the 

consequences of the Law on Copyright and Related Rights ("Official 
Gazette of the Republic of Macedonia" no. 47/96, 3/98 and 98/02) 
regulating the term copyright, its usage and transfer, protection of rights, 
monitoring of the implementation of the Law and the sanctions in the case 
of violation of the provisions thereof. This primarily applies to banks that 
have original codes for their banking applications and that have teams of 
programmers for developing their applications. 

 
• Security training - The bank should organize training for proper usage of 

the applications and the supporting applications necessary for efficient 
conduct of the business processes. This training is aimed at raising the 
level of awareness in the bank in respect of the need for information 
system security. The end users should understand the measures and the 
controls in place throughout the system. If the employees do not 
understand the relevance of the controls in place, they might not 
implement them, in other words they could weaken the overall security 
program. Generally speaking, all employees should understand the manner 
of protection of certain sensitive data, be aware of the viruses and the 
manner of their expansion and who should be alarmed in the case of errors 
or security incidents. 
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• Segregation of duties - the process is segregated into units where different 
employees are responsible for different parts in the process. This is aimed 
at mitigating the risk of one person to have a control of the overall process 
of performing the banking operation. In such case they could manipulate 
or commit fraud so as to acquire personal profit or gain. (Example: the 
creation and verification of orders in the domestic payment operations 
from a giro account of the bank leads to a high operating risk which 
could result in liquidity risk. The bank has to establish a double 
control in the creation, signing and sending of these orders to the 
payment operations systems). 

 
• Monitoring by the immediate head of unit - this is made for the purpose of 

noticing uncommon changes in the behavior of the employees, which 
could further lead to suspicious transactions. Therefore, the superiors have 
to understand the procedures, the rules and the manner in which the 
employees conduct them and ensure segregation of duties, if needed, for 
carrying out certain sensitive operation. 

 
• Organization of the bank and continuity of the key persons - the bank 

has to establish an organizational structure which will ensure proper 
double control and segregation of duties. The high number of employees 
that resign from their jobs in the bank might affect the bank itself and 
might lead to degradation of the services and lower quality, as well as 
higher costs for training the new staff. The executive body should seek 
to lower this rate. 

 
• Security policies, standards, instructions and procedures - proper 

policies, standards, instructions and procedures which are to be in place for 
the purpose of implementing the information security policy. 

 
• Business Continuity Plan (BCP) - is a plan containing procedures for the 

staff in the case of partial or total loss or severe interruption of the 
information systems. The primary objective of such plans is to make sure 
that the bank can continue performing its critical operations in weakened 
conditions and to get back on track within a reasonable period of time.  

 
 
2.3.3.2. Administrative detection controls 

 
 These controls are used for estimating the quality and the degree of the 
implementation of the information security policy. They can be as follows: 
 

• Security and efficiency testing (audits) of the implemented controls - they 
can disclose weak policies and procedures, as well as those the 
implementation of which is unsatisfactory. The imposition of corrective action 
by the Executive Body after the completed audits and testing shows its support 
for introduction of efficient information security policy. 

• Rotation of duties - it is used for reducing the operational risk and detecting 
frauds or violation of the information system security procedures. The 
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rotation of duties enables the bank not to depend on just one person in its 
operating.  

 
 
2.4. Security testing  
 
The information systems security is consolidated process that reduces the IT risks to 
acceptable level. The entire process, including the testing, is guided by risk 
assessment. The higher the risk is, the larger the need of checking up on the efficiency 
of the implemented controls.  
 
Generally, there are two types of systems, i.e. high risk system and low risk one. The 
high risk systems should be checked and tested more frequently. There is wide range 
of tests used for clarification of the security. Some of them are aimed at verification of 
certain isolated controls and processes (for example: password and its strength). Some 
of them refer to technical configuration (for example: configuration of the e-banking 
server). Some tests can be made in order to simulate the actions of the possible 
intruders. The Board of Directors should decide on the type of the tests it can 
implement selecting from this range of tests, and whether the tests shown satisfactory 
results. 
 
An important role in the security testing accounts for both, the Internal Audit 
Department and the external audit, which are deemed as active testers of the 
information system security. The role of the security testing with appropriate roles 
and responsibilities is stated precisely in Chapter 3.2. Role of the Audit Committee, 
the Internal Audit Department and the external audit. 
 
 
2.5. Monitoring and upgrading 
 
The static information security policy renders obsolete with the time. 
 
The bank's Board of Directors and the Executive Body should create conditions for 
development and adjustment of the information system security policy to the changes 
in the technology, the changes in the sensitivity of the users' information, the internal 
and the external risks that information is exposed to, and especially to the changes in 
the bank's functioning or organizing (for example: status changes of the bank). 
 
The banks should continuously collect information and make risk analysis taking into 
consideration the new threats and weaknesses, the actual intrusions and new viruses 
towards banks and other institutions. They should use this information, and if needed, 
upgrade the risk assessment process, the information security policy and the 
implemented controls. 
 
The non-technical and technical sources should also be taken into consideration 
during the effective monitoring of the established information security process. 
 
Non-technical sources encompass the organizational changes in the bank, emergence 
of new products and services, higher sensitivity to certain information, departure of 
certain key figures from the bank, etc. 
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Technical sources encompass occurrence of new technical systems, new IT 
providers, new applications, new telecommunication connection and protection 
systems. 
 
This process should include the following activities: 
 

• Apparent support and engagement of the Executive Body in the 
implementation of the information security policy at the level of the entire 
bank. The managers of the individual organizational units are responsible for 
maintaining the system and information security within their unit; 

• ISO should continually develop its information system security process, 
identify new trends and threats associated with the new technology, as 
well as monitor the detected weaknesses in the implemented controls. 

• ISO should oversee the external sources of non-technical and technical 
weaknesses and participate in the development of appropriate solutions for 
their controlling (for example: updating the viruses definitions base with the 
current date, updating the definitions of known intrusions with the Intrusion 
prevention and detection system, IT outsourcing supervision process); 

• The Board of Directors should require tests and audits in order to assess the 
compliance of the bank with the information security policy. 

 
According to their information, the banks should decide on the type of improvement 
they should make to the various components in the information security process, in 
accordance with the performed bank's risk assessment.  

 
 
 

3. PLACE, ROLES AND RESPONSIBILITIES OF THE BOARD OF 
DIRECTORS, THE EXECUTIVE BODY AND THE AUDIT REGARDING 

THE SECURITY AND THE EFFECTIVE IT MANAGEMENT IN THE 
BANK 

 
 

3.1. PLACE, ROLE AND RESPONSIBILITY 
 

The effective IT management is especially important for utilization of the new 
services and technologies in the accomplishment of the bank's strategic aims. 
The IT represents an integral and central part of the process of performing most 
of the banking operations. The IT management does not represent only a cost 
management originating from the bank operations and control over their 
implementation, because the technological progress may result in a supply of 
new services and products, which can mean higher exposure to risk for the bank. 

 
The security of the information system is responsibility for everyone in the bank. 
 
The Board of Directors, the Executive Body and the employees play different 
roles in the development and the implementation of effective security process. 
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3.1.1. The role of the Board of Directors and the Executive Body in the security 
of the information system  

 
The Board of Directors is responsible for management, implementation and 
promotion of the bank's information system security policy. 

 
 The Board of Directors sets the information system security policy and improves it at 
least once a year. 

 
The Board of Directors should give guidelines and recommendations to the Executive 
Body on providing secure information system through: 

 
• requiring establishment of central surveillance and coordination; 
• defining of appropriate roles and responsibilities; 
• risk measurement; 
• monitoring and testing; 
• reporting; 
• identification, monitoring and control of risks. 

 
The attitude of the management towards the information system security, 
influence on the attitude of all employees towards the security. The bank should 
have established an ideal system of controls, good policies and procedures, but if they 
are not adhered by the Executive Body, then it can hardly be expected from the 
employees, either. That is why it is important that the Executive Body to signalize 
through its conduct, the significance of the information security. 
 
The Executive body should appoint one or more information security officers 
(ISO). The ISO is responsible and s/he takes care of the security of the 
information systems. The ISO should have good knowledge in both, information 
system and IT risks, as well as good organizational layout in order to be able to 
perform all tasks expected from him/her. The Executive Body should implement 
information security policy at the level of the entire bank with clear differentiation of 
the responsibilities and appropriate duties of certain persons pertaining to the 
information system security. The responsibilities concerning the information system 
security should be segregated from the IT organizational unit to the different sectors 
in the bank, depending on the size, complexness, type of operations the bank 
performs.  

  
The Executive Body is also responsible for ensuring integration of the controls for the 
information system security into the entire system of the bank. In order to ensure that 
integration, the Executive Body should provide: 

 
• support to the security process by internal controls and procedures applied; 
• continuous and balanced adherence to the information system policy in the 

entire bank; 
• testing of the performed controls on the information system security. 

 
The Executive Body should also take into consideration the role and the 
responsibilities of the external third parties. The bank's IT outsourcing, the users 
and other persons having access to the bank's information, or funds, should also be 
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responsible for the security, which is clearly defined and prescribed in the contracts 
for utilization of their services.  
 
The employees should know, comprehend and be responsible for fulfilling their 
obligations as regards to the security. The bank should define these responsibilities 
in the information security policy. The banks should try to improve the employees' 
awareness of the IT and ensure safe operating.  The employees should have trainings 
for operating with the applications and those pertaining to the security. 
 
3.1.2. Role of the Audit Committee, the Internal Audit Department and the 

external audit 
 
The bank is obliged to test the control systems and procedures, which are part of the 
bank's information system policy by independent and suitably trained team (AUDIT). 
The audits should be performed during the establishment of the information security 
policy, as well as periodically, and especially in case of more significant changes in 
the information security policy. 
 
The objective of the bank auditing is providing independent and real estimation 
of the availability, confidentiality and the integrity of the bank's information 
system and the efficiency of the implemented controls. These estimates may help 
in the maintenance and the improvement of the efficiency in the bank's risk 
management and upgrading of the internal controls. 
 
It is necessary for the Internal Audit Department and the external audit, with regard to 
IT, to adhere to the professional standards pertaining to this type of audit, such as 
Standards for the Professional Practice of Internal Auditing issued by the 
Institute for Internal Auditors (IIA), or those issued by Information System Audit 
and Control Association (ISACA). These standards treat the independence, the 
ethics, the professional skills, the scope of activity, the auditing and controlling the 
quality of the performed audit. 
 

3.1.2.1 Role of the Audit Committee 
 
The bank's Executive Body is due to establish adequate internal control systems. The 
Board of Directors, by its part, takes care whether the Executive Body established 
appropriate internal control systems. Besides the Board of Directors and the Executive 
Body, also special bank bodies are included in the implementation of this function, 
such as: the Internal Audit Department and the Audit Committee. Large number 
of internal controls are integral part of the bank's information system. In order to 
ensure that the Executive Body established efficient internal controls, it may require: 
 

• Employment of IT auditor in the bank's Internal Audit Department; 
• Auditing of IT by external auditor; 
• Utilization of combined method. 
 
 

The auditing of the information system security is carried out by the National Bank of 
the Republic of Macedonia, as a supervisory body in the country.  
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The Board of Directors and the Executive Body should know the risks and the control 
mechanisms in the performing of the banking operations, including the risks 
originating from the occurrence of new products and services, implementation of new 
technologies and information systems and introduction of internet and e-banking. 
 
 The Board of Directors and the Audit Committee should revise the following 
risks pertaining to the technology: 
 

• Inadequate internal controls set to the bank's information system; 
• Untested, inadequate and ineffective BCP; 
• Financial losses and losing of reputation due to failing of the information 

systems (for example: closed windows); 
• Unauthorized publishing of confidential data; 
• Unavailable or expensive implementations of IT solutions; 
• Inadequacy of the IT systems for the needs of the bank; 
• Inadequate analysis and inadequate contracts with the bank's IT outsourcing; 
• Inadequate monitoring systems of the processing of transactions and keeping 

of data systems; 
• Ineffective trainings of the employees and the system users;  
• Lack of procedures and controls towards the end users for operating with 

information system (for example: the employees). 
 
 
3.1.2.2. Role of the Internal Audit Department 
 

The task of the Internal Audit Department is permanent and overall control over the 
adequacy and efficiency of the established internal control systems. In order to apply 
this main function at the level of the entire bank, the Internal Audit Department 
should control the structure and the adequacy of the established internal controls of 
the information system at the level of the entire bank. Pursuant to Article 10, Article 
11 paragraph 4 and Article 18 of the Decision on defining standards for preparation 
and implementation of the information system security, the banks should also audit 
the security of the information system, as well as the harmonization between their IT 
outsourcing and the established process of the bank's information security. In order to 
perform this function with the required level of professional competence, the banks 
may employ an IT auditor in the Internal Audit Department. The IT auditor should be 
knowledgeable and experienced in controlling the entire information system of the 
bank, as well as in the capability of the IT service providers from the aspect of 
meeting the criteria for security of the information system. The IT auditor should 
follow-up the every-day changes in the audit techniques and risks related to the 
introduction of new financial activities. 
 
If there is no specialized IT auditor in the Internal Audit Department, then the control 
of the Internal Audit Department should be performed in combination with an 
external IT audit. Namely, the Internal Audit Department shall make control over the 
general controls, which include documented operating procedures of the IT 
organizational unit, control on the open users of the information system and their 
business privileges, data protection and control over the successfulness of the 
protection, monitoring of the BCP testing, etc. The external IT audit shall make 
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applicative controls in order to reach the required level of covering the complete 
information system. The consent for the selection of the external auditor upon 
proposal of the Board of Directors is given by the Bank Assembly. 
 
Hence, it means that the bank does not have to have an IT auditor employed in the 
Internal Audit Department, but a combined approach in the control of the 
information system security. 
 
The Internal Audit Department should control the information system security on the 
basis of annual auditing plan approved by the Board of Directors. The plan should be 
revised depending on the needs. 
 
Methodologically, the IT auditing plan should be based on estimation of all operating 
risks, which is also a confirmation that the Internal Audit Department is aware of the 
significant activities of the bank and the risks these activities produce. The manager of 
this Department should set risk assessment principles in form of written procedures, 
which should be revised permanently, in accordance with the changes in the internal 
control system, or operating processes. 
 
The most important factors that can help in establishing efficient risk assessment 
system of the Internal Audit Department regarding the IT, are the following: 
 

• Adequacy of the internal control systems; 
• Adequacy of the monitoring system by the Executive Body; 
• Preliminary remarks by the audit and the capability of the Executive Body to 

eliminate the deficiencies; 
• The physical and technical security of the information system (equipment and 

buildings); 
• Age of the information system and bank applications; 
• Operational risk in the bank's individual organizational units; 
• Frequency of changes in the manner of operating (planned data conversions, 

migration of new systems, potential financial loss); 
• Employed persons, experience of the Executive Body and the employees, 

technical competence. 
 
When planning, the stated factors, the introduction of new activities, products and 
innovations, as well as the risks accompanied to the new activities, the change in the 
environment, information systems promotion, etc. should also be taken into 
consideration  by the Internal audit Department. In addition, the scope, the nature and 
the frequency of the tasks that should be performed, the period from the last audit, the 
unusual and uncharacteristic changes and other data and information, should also be 
taken into account.  
 
The reports from the performed IT audits are submitted to the Board of Directors, the 
Audit Committee, as well as to the Executive Body, the manager of the organizational 
unit - subject to the audit and the managers of the organizational units related to the 
subject, recommendations, or measures resulting from the performed audit. 
 
The Internal Audit Department has the right to access all data and documents, 
regardless of the manner and the place they are kept and the level of their 
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confidentiality, to all information systems and to enter all business premises 
regardless of the manner they are secured.  
 
The audit should monitor the reaction of the Executive Body in case of certain 
irregularity and to establish appropriate system for monitoring the elimination of the 
irregularities and deficiencies in the given timeframes. 
 
For the purpose of performing the IT audit or for general check-up of certain internal 
control systems, the Internal Audit Department may require procurement of 
specialized software enabling more efficient operating, or develop own audit software 
in cooperation with the IT organizational unit. 
 
The Internal Audit Department should not be involved in the bank' daily activities, 
although its employees may participate in permanent and occasional working 
committees as consultants, observers and representatives without voting right. The 
introduction of new products and services is good example for that where the 
audit should be included in, from the aspect of giving advices on controls that 
should be implemented in the system before, not after the completion of the 
system. Because of that each additional processing is more expensive.  
 
 
3.1.2.3. Role of the external audit 
 
The volume of activities of the external IT audit should be defined in the engagement 
letter. These letters usually cover the scope of audit, the objectives that should be 
reached, the necessary resources, auditing period and the reports that should be 
prepared. 
 
The external IT audits should be prepared by independent and qualified team in order 
to reach the main objective for their engagement. Qualified IT auditors are deemed 
those having obtained international or domestic accredited certificates for performing 
this function.  
 
The reports from the completed auditing on the information system security should 
inform the Board of Directors and the Executive Body on the level of compliance of 
individual organizational parts with the regulations, policies and security of the 
information system. Also, these reports should contain information on the efficiency 
of the established internal control systems, as well as estimation of the existing system 
and identification of their weaknesses, with giving recommendations for its 
improvement. 
 
The external audit can be engaged for auditing both, general and applicative controls. 
The applicative controls are related to specific information systems and give 
reasonable assurances that the keeping, processing and the information systems 
reports are correct, and the implementation of appropriate internal controls on 
individual information systems adequate.  
 
For checking up certain general and applicative control, the external audit may use 
specialized audit software for that purpose (the so-called COMPUTER ASSISTED 
AUDIT TECHNIQUES - CAATs). This software is aimed at improving audit 
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efficiency, since it automatically processes larger number of samples. This software 
can control the calculation of interest and fees in certain organizational unit, check the 
security configurations of the equipment and other types of testing of the internal 
control systems. The reports from such software are used as working materials during 
the audit. 
 
The bank should prevent utilization of specialized audit software by auditors 
having insufficient technical documentation and experience, because their use 
may deteriorate the stable and safe functioning of the information system. That is 
why the audit software used during the auditing should be determined precisely in the 
engagement letter of the external auditor. 
 
As special type of auditing that may be demanded from the external IT auditors is 
testing of the resistance of the IT system to internal or external intrusions, i.e. 
penetration testing of the IT system. In order to perform this type of testing, special 
contract with external auditors should be concluded, in which audit conditions will 
also be determined precisely. This is needed because the unplanned testing 
jeopardizes the regular operating of the bank. These tests should be performed on 
a completely redundant environment (the alternative location). The identified 
deficiencies and weaknesses are firstly corrected on the secondary, and then on the 
primary location of the bank. 
 
Without written consent of the Executive Body, the external IT audit must not 
perform penetration testing on the bank's information system. 
 
 
3.2. IT MANAGEMENT 
 
3.2.1. IT Steering Committee 
 
For the purpose of efficient monitoring of the bank's IT activities, most 
frequently a special committee, the so-called IT Steering Committee, is 
established. This Committee's goal is to assist the Board of Directors in the decision 
making pertaining to the IT. The IT Steering Committee should be composed of one 
member of the Executive Body, representatives of the bank's organizational units of 
wide reading in the procedures and the instructions of the bank, and especially in 
those referring to the information system. Members of this Committee can also be 
external specialists. This Committee should submit report to the Board of Directors 
for the IT status in the bank and what are the issues that remained open. The 
Committee should prepare adequate information for the Board of Directors in order to 
make the right decision. The Committee should provide effective IT planning and 
monitoring of the capacity and performances of the IT system. Also, the Committee 
may: 
 

• monitor the development of the strategic IT plans; 
• approve engagement of IT outsourcing and monitoring their financial 

standing; 
• approve and monitor the main projects, the IT budget, the priorities, standards, 

procedures and the performances of the system; 
• coordinate the priorities between the IT and other departments; 
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• monitor the adequacy of the IT resources, with regard to human resources, 
equipment, contracts with IT provides. 

 
The bank should keep regular minutes from the meetings of the IT Steering 
Committee for the purpose of recording its decisions and informing the Board of 
Directors for its activities on a semi-annual basis. 
 
 
3.2.2. IT organization 
 
The IT organization is specific for each bank. The defining of the bank's IT 
organization after completing both, risk analysis in the banks and improvement in the 
operating analyses is recommendable.  
 
Generally, there are two approaches of IT management, such as: centralized and 
decentralized.  
 
According to the centralized approach, the IT is an organizational unit directly 
subordinated to the bank's Executive Body. Generally, according to this approach it 
makes procurement, installation and maintenance of all technological solutions at the 
level of the entire bank. This approach enables the bank better supervision and control 
over the overall installed technology in the bank. The centralized approach gives 
improved efficiency in the execution of the operations. The managers of the 
organizational units are responsible for implementation of the internal controls within 
their organizational units. 
 
According to the decentralized approach, the IT, as organizational unit, often has 
advisory role in certain organizational units regarding the procurement, installation 
and maintenance of certain technological solutions. This is frequently a case in the 
banks having complex organizational structure, thus transferring the decision-making 
on the implemented technology to strategically important organizational units of the 
bank. In that case, the managers of these departments should be assured that the 
technology investment in their unit is consistent with the strategic IT plans at the level 
of the entire bank. 
 
In this case, the Executive Body should provide compatibility of the IT system and 
implementation of the IT policies in the decentralized environment. 
 
3.2.3. Project management 
 
The IT management has two main tasks. The first task is control over the availability 
of the technology, operations and services in different business units in the bank. The 
second task is supervision of the technological, business and operational changes in 
the bank's processes. The project management is closely related to the 
accomplishment of the second task.  
 
The effective project management is key factor for well managed IT operations and 
successful configuration management. The project management depends on the size 
and the complexness of the bank, as well as on the size and the complexness of the 
task. Generally, each project consists of phases such as: initiation, planning, 
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execution, control and conclusion of the project. The management should use this 
technique in order to control the projects that are of great importance for the bank and 
that can cause high operational risk (development and acquisition of the systems, data 
conversion from old system to a new one, introduction of new infrastructure 
components (new servers), introduction of new types of products and services, as well 
as improvement of certain bank applications or services, etc.). The good project 
management performed by the bank should create conditions for better acceptance of 
the changes imposed by the by the business environment and satisfying the strategic 
goals of the bank. 
 
The project team is responsible for preparation of a list of project tasks and priority 
list. The project team should conceive the possible risks related to the successful 
realization of the project.  In order to have oversight over the projects, the Executive 
Body should establish a system for controlling the status of the projects in the bank 
(the minimal control system should contain: data of completion of certain goals of 
the projects and project status in the moment). The Executive Body should provide 
support for a disciplined management and running of the project.  
 
The projects' last phase consists of their formal conclusion. Before the projects are 
formally closed, the end-users should obtain the necessary training level for all 
performed changes in the system, while the changes in the technical and user 
documentation should be up-dated.   
 
3.2.4. Management information system (set of reports to the management 
Management Information System - MIS) 
 
The set of reports intended for the management (MIS) which are produced from the 
information system should provide sufficient number of information in order to 
enable the management to adopt right business decision. Correct and on-time data in 
the reports intended for the management are basis for adopting prudent and reasonable 
decisions. The Executive Body should take care of ensuring integrity (accuracy and 
completeness) of this information, as well as providing availability of this system in 
order to be accessible in the moment of adopting business decisions. The management 
should make an effort to design its MIS in a manner that will avoid or reduce the costs 
of hard manual generating of these reports, followed by high operational risk, and to 
aim at its automatization. A well established system shall enable better 
communication among different organizational units and the bank employees. 
 
The MIS should be established on several levels, starting from the operational 
managers towards strategic ones. 
 
The MIS at the level of the Board of Directors and Executive Body should give 
information on adopting decision of strategic importance for the bank. 
 
The advancement of the technology generates larger variety of information that can be 
available to the bank's management. However, the technology increases the risk of 
decision-making on the basis of incorrect reports. Since the generating of reports can 
be based on manual inserting of numbers from different systems within the bank, the 
Executive Body should establish controls over the process of preparation of those 
reports, while the Internal Audit Department should assess the efficiency of the 
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implemented controls of MIS.   Because this information originates from almost all 
bank's systems, the Executive Body should establish data integrity accuracy controls 
in each of those systems.  
 
3.2.5. PLANNING AND STRATEGY 
 
The planning is a process of preparation of future activities with the objectives and the 
strategies necessary for their achievement being defined. The IT is an integral part of 
the bank operations. For that reason, the financial institutions should integrate their 
resources and investments in the bank's global business plan. The large investments in 
the IT have long-term influence on the availability and the performances of the 
services the bank offers. The plans may depend on the type and the complexness of 
the bank. 
 
Each bank should have a process of PLANNING, which will permanently take 
into consideration the new risks, maximizing the effect of the installed technology 
for the bank. The IT plans and the global business plan of the bank should be 
harmonized. Having in mind that, the Board of Directors, the Executive Body and the 
end-users should also be included in its preparation. The Board of Directors should 
approve the plan. There are two types of plans, such as: strategic IT plans and 
operational (tactical) plans. 
 
3.2.5.1. Strategic IT plans 
 
The strategic IT plans should be focused on a three-to-five year period and they 
should be harmonized with the business long-term strategy of the bank. If the plan is 
efficient, there will be a balance between the costs originating from the IT operations 
and the competitive requirements of the bank's organizational unit. 
 
The strategic IT plans should be based on accomplishing long-term objectives. The 
fulfillment of these objectives requires adequate resources. The strategic plans should 
contain data pertaining to the budget, periodical reports intended for the Board of 
Directors and the status of the risk management controls. When defining the IT 
strategic plans, the Board of Directors and the Executive Body should have into 
consideration the following: 
 

• market position; 
• the bank's development trends; 
• technology and standards; 
• requirements of the regulatory bodies; 
• costs reduction; 
• improvement of the processes; 
• use of external outsourcing, or use of internal IT development teams; 
• future optimal infrastructure; 
• capability for acceptance and integration of new technologies.  

 
The IT Steering Committee should harmonize the investments in the IT with strategic 
and operational objectives of the bank.  
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It would be improper to spend a lot of money on a technology that can not be used 
completely by the bank's organizational units. On the other hand, the banks can be 
very conservative in the spending, delaying the investments in the infrastructure and 
new products and service, because of which they can lose their place on the market 
and to suffer loses in the profit. The lack of knowledge in both, new and current 
technologies, may cause higher risk to information system security. There are four 
significant factors for designing good strategic plan, such as: 
 

• Strong support from the bank's management - the bank's Executive Body 
should have good knowledge of and provide support to the IT strategic plan, 
as well as set the priorities; 

• IT role - to clarify the IT role in the bank and whether the current manner of 
planning and organizing leads to the accomplishment of the set objectives; 

• IT importance - the IT Steering Committee should comprehend the 
relationship between he IT infrastructure, applications and the business 
strategic plans of the bank; 

• Valuation of the previous performances - the IT Steering Committee should 
establish objective cost/benefit measurement systems, established with the 
projects for the purpose of accomplishing certain set objectives. 

 
3.2.5.2. Operational IT plans 
 
The operational IT plans should logically originate from the strategic IT plan. They 
should be revised by the Board of Directors on annual basis. The operational plans are 
focused on specific operational activities, with their budget being strictly projected. 
The Executive Body should be certain of having adequate IT resources for 
accomplishing its operational plans. The business processes are presented as 
integration of people, technology and strictly defined administrative procedures for 
accomplishing certain tasks. The changes in the business processes usually result in a 
change in the technological processes, because of which coordination with the 
available IT resources is needed. The IT resources that should be coordinated include: 
 

• Infrastructure - electricity, telecommunication, network topology and 
buildings; 

• Applicative server - software and its continuing changes used for providing 
financial services; 

• Operational software - operational systems, compilers and tools used for 
designing of the equipment, and efficient and accurate functioning of the 
application; 

• Hardware - servers, network servers, personal computers, communication 
devices, archiving devices and other peripheral apparatus. The fact that the 
servers and the personal computers should have sufficient and adequate 
capacity for the current needs and that they should satisfy the future trends 
should also be taken into consideration during the planning. 

• Employees - certain number of resources that should be dedicated to certain 
solutions, their continuity in the operating and the need of trainings should be 
planned.  
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3.2.5.3. IT budget 
 
The IT budget represents a financial plan which should be used for control over 
successful execution of the banking operations by applying information technology. 
The budget is an important element in the future costs projections, as well as real 
testing for the Executive Body. 
 
Within the new technological projects, the initial costs of installation of the 
technological solution, as well as the post-implementation costs should be taken into 
regard. The banks should require their outsourcing to provide them information on the 
total cost of ownership (TCO parameter) of the device, when planning its 
purchase. The projections in the technology usually encompass unexpected costs, 
such as configuration costs, maintenance, repair and upgrading and management with 
the technology during its life in the bank.  
 
The bank should make financial analysis for the IT organizational unit, as well as 
analysis and comparison of the costs and efficiency of the system. Whether the 
functioning of the IT system will be based on internal resources (the so-called in-
house operations), or it will engage IT service provider (the so-called outsourcing of 
the operations) depend on that analysis. 
 
4. Information security officer (ISO) 

 
The ISO is responsible for making risk assessment, analysis of the probability of 
threats, suggesting improvement of the information security policies and the 
procedures and proposing their adoption to the bank's Board of Directors. The ISO is 
responsible for implementation of security controls at the level of entire bank and it 
monitors their efficiency. The ISO is responsible for effective functioning of the 
information security system at the level of entire bank. The ISO monitors the 
violations of the policies and the procedures and participates in the testing of the 
efficiency of the implemented controls. The ISO should record the security incident 
and alarm the management in order to undertake coordinated action for protecting the 
bank from possible financial losses. 
 
The ISO should not be employed in the IT organizational unit, being responsible 
for its operating directly to the Executive Body. The IT organizational unit can 
have one employee who will take every day care of the implementation of the 
information system security policies, although individual privileges that do not 
correspond to those envisaged in the bank's information system policy are not 
allowed. 
 
The ISO is responsible for ensuring secure information system of the bank. Namely, 
ISO is competent for:  
 

• Making analysis and assessment of the risks to the bank's information system 
in accordance with the information security process; 

• Creation, implementation and development of overall information security 
process (Chapter 2 of the Circular); 

• Creation, implementation, promotion and development of the Business 
Continuity Plan and Disaster Recovery Plan (Chapter 5 of the Circular);  
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• Proposing policies, strategies, procedures and instructions to the Board of 
Directors; 

• Coordination of all security activities of the bank's system; 
• Giving approval for making changes in the bank's information system; 
• Giving approval for privileged access to the system; 
• Proposing audit program regarding the bank's information system security;  
• Performing audit on incidents related to deterioration of the information 

security system, weaknesses and errors in the bank's system, including also the 
Interior Ministry / NBRM cooperation; 

• Cooperation / coordination with the physical security service; 
• Giving specification of the security conditions that should be included in the 

contracts with third  parties regarding the bank's information system security; 
• Improving the awareness for the information system security and organizing 

trainings on the security for the employees; 
• Assisting in auditing and checking of the information system security, 

assessment and implementation of the corrective action of the bank's system; 
• Checking of all audit logs and logs kept at the level of the bank for a certain 

period and guaranteeing their regular maintenance; 
• Performing of his/her assignment in accordance with the regulations and the 

international standards for information security systems; 
• Clarifying all vagueness about the security of the information system to the 

persons engaged in the bank's system operating, holding trainings with regard 
to the security. 

 
4.1. Risk assessment 
 
The ISO should make identification of the information system and its classification. 
The ISO should establish the entire information security process (stated in Chapter 2 
of the Circular) and prepare analysis and risk assessment that will be conducted on a 
continuing basis. The risk assessment is usually the first step in the creating of the 
efficient information system policy. Without such estimation, the bank will not know 
what to protect, nor what is the required level of protection. In that manner, the bank 
will not perceive the possible financial losses that it will experience if certain threat 
for the information system occurs. 
 
4.2. Establishment of the information system security policy 
 
The ISO should prepare policies, procedures and instructions that should be submitted 
to the Board of Directors of the bank to adoption. The ISO should also take care of the 
development and upgrading of the information security policies. That means that the 
information security policy should be changed so the security of the information 
systems will be on an adequate level with the new threats and risks. The ISO is 
responsible for suggesting promotion of policies, instructions, standards, procedures, 
etc. 
 
4.3. Establishment of the Business Continuity Plan  
 
The analysis of the possible damages and risk assessment by the ISO should be the 
initial phase for the preparation of the BCP. The ISO should take active participation 
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in the implementation, development and testing of the BCP (Chapter 5 of the 
Circular). 
 
4.4. Qualification and experience of ISO 
 
For the purpose of proficient and successful accomplishment of its assignments, the 
ISO is recommended to have the following qualifications: 
 

• High education (Faculty of Electrical Engineering - computer technique 
section, or Faculty of Economics); 

• Experience in banking; 
• Integrity of the personality2; 
• Capability to inspire confidence and safety; 
• Good knowledge in the information systems, threats and risks; 
• Capability to plan and implement changes; 
• Capability of explaining and documenting the new concepts and projects; 
• Knowledge of the systems and the processes taking place at the level of the 

entire bank;  
• Capability of strategic thinking; 
• Good organizational skills; 
• Good decision-making ability; 
• Good communication skills; 
• Capability of organizing and conducting team work. 

 
It should be emphasized that the ISO should have a plan for providing 
training courses, which must be on a continuous basis, in order to keep up 
with the new technological risks which appear and the manners of controlling 
those risks. 
 
4.5. Reporting to the Board of Directors and the bank’s Executive Body on the 
security of the IT system 
 
ISO should prepare and submit regular reports to the bank’s Executive Body and 
the Board of Directors. ISO should report to the bank’s Board of Directors on the 
status of the process of IT security, at least twice a year. The reports which are to 
be submitted to the Board of Directors should contain: data on the identified risks 
and their control, information on the contracts with the outsourcing companies, 
results from the conducted testing, disruptions in the IT system security and the 
adequate reaction of the management, as well as recommendations and initiatives 
for changing the bank’s policy for IT system security, regarding its improvement 
and modernization. The reports should contain the manner and the measures 
undertaken with respect to the information security, advice and recommendations 
regarding the latest changes and changes in the risk profile in the key 

                                                           
2 The integrity of the personality is assessed through the following elements: honesty, competence, 
loyalty, ability to make judgment, hardworking, non-conviction, operating that will not jeopardize the 
financial standing of the bank, its reputation and the trust it has with the depositors, the responsiveness 
to the corrective measures imposed by the National Bank of the Republic of Macedonia, the decisions 
of the Board of Directors, the recommendations given by the Internal Audit Department and the 
external audit 
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organizational units. The reports should also include the planned activities carried 
out in the past period and identify the points where additional controls should be 
conducted or the points of concern. ISO should report on the degree of 
implementation of the information security policy and give proposals for 
amending that policy.  
 
Also, ISO prepares extraordinary reports on individual incidents or identified new 
priority risks which require immediate reaction. Such reports should be prepared 
according to the incident and are contingent upon the frequency of the incident 
and the potential damage from the impact.  
 
4.6. Coordination with the IT organizational unit with respect to the 
information security 
 
ISO should cooperate with the IT organizational unit in order to provide 
cooperation and coordination of the activities with regard to the information 
security. The primary responsibility of the IT organizational unit is to maintain the 
IT system functionality. If the IT organizational unit employs persons who are in 
charge of providing IT system security, the ISO should cooperate with them in 
order to implement the technical controls at the level of the overall information 
system. They must not implement nor install technical controls without previous 
authorization of the ISO. In case of difference in opinions between the ISO and 
the manager of the IT organizational unit, the final position is that of the 
Executive Body, while the ISO informs the Board of Directors on the difference in 
the opinions and the arguments on that basis. 
 
4.7. Cooperation with the Internal Audit Department and the External Auditors 
 
Regular audits of the IT security policies and guidelines should provide an 
adequate level of protection of the bank’s operations. 
 
ISO, together with the responsible person in the bank’s Internal Audit 
Department, propose an audit program regarding the IT system security and 
submit it to the Board of Directors.  
 
ISO has a close cooperation in performing internal and external audits of the IT 
security in order to improve the IT system security. 
 
4.8. Assisting the users of the IT system regarding the security 
 
ISO should work on increasing the general level of culture and collective 
awareness of the increased IT system security of the users.  
 
ISO takes the new employees through the procedures for IT security in order to 
make sure that they are aware of the threats to the information equipment and the 
steps that are undertaken in order to avoid those risks. Getting to know the 
information technology is an important step in the continuous process of training 
the employees at all levels. ISO should prepare and own signed statements of all 
employees for an acceptable use of the information system, before they are 
authorized to open a user profile of the bank’s information system.  
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4.9. Monitoring the compliance with the IT security policy 
 
The implementation of the IT security policy is a continuous process. Numerous 
rules and guidelines should be designed and implemented, which support the 
process of training of the employees and increase the awareness of security. 
Monitoring of the policy conduct should be focused not only on identifying the 
persons who violate that policy, but it should also provide a manner of carrying 
out the procedures without any major difficulty or stress. 
 
 
4.10. Reaction to incidents 
 
Security incident in the sense of this Circular is an act of direct or indirect 
violation of the IT security policy of the bank. In the event of a security 
incident, the ISO may establish a team for reaction to incidents, which may 
include representatives of: 

• Personnel Department - for coordination of discipline measures; 
• IT organizational unit - for explaining the nature of the incident; 
• Physical security - if there were violations of the physical security; 
• Representatives of the organizational unit where the incident occurred. 

 
Depending on the size of the incident, additional members may be present, such as 
for example: 

• Executive Body; 
• Ministry of Internal Affairs; 
• External consultants or specialists; 
• Representatives of the Banking Supervision Department. 

 
Incidents should be reported to the NBRM by filling in the form attached to 
this Circular (Annex 2), within 5 days following the day they occurred, at the 
latest. 

 
 

5. BUSINESS CONTINUITY PLAN 
 
OBJECTIVE 
 
Interruption of business processes denotes a situation in which the bank is 
incapable of fulfilling its business obligations for reasons beyond its control, or in 
cases when the bank is physically damaged or there is damage in its 
telecommunications, i.e. its IT systems are inaccessible. Since the banks play the 
key role in our economy, they should be resistant to such types of disturbances, in 
order to reduce the level of service interruption and increase the confidence in the 
overall financial system. An effective business continuity plan sets forth the basis 
for restoring the business processes in case of their unexpected interruption. The 
successful business continuity plan encompasses restoration of the business 
processes in case the bank is faced with events such as natural disasters, 
technological errors, human errors, or terrorism.  
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The objective of the Business Continuity Plan is to minimize the financial loss 
of the bank, restore and continue the services to clients and reduce the 
negative effects which could influence the accomplishment of the bank’s 
strategic plans (reputation, operations, liquidity, market position, etc.) 
 
The bank is obliged to develop and implement its own business continuity plan, 
which will be based on several scenarios and will allow performance of operations 
and loss minimization in case of a severe interruption of business processes. 
 
The bank should allow identification of critical operations, including those where 
the bank depends on external suppliers or third parties. The bank should: 
 

- identify alternative mechanisms for business continuity in case of 
interruption of the primary mechanisms;  

- identify the possibility for restoring the data necessary for 
continuing the business process; 

- have a data back-up at a remote, secondary location, which 
would be at an adequate distance from the primary location, 
in order to avoid and minimize the risk the two locations to be 
inaccessible at the same time. 

 
When selecting the alternative location, one should ensure that it is at an adequate 
distance from the primary location, so that it is impossible both locations to be 
damaged by the same threat. 
 
It is recommended the secondary location to be at least 30 kilometers away 
from the primary location in order to provide maximum protection in case of 
regional disasters.   
 
When developing the Business Continuity Plan, banks should have in mind the 
following objectives: 
 

• business continuity planning is aimed at maintaining, continuing and 
restoring the whole banking process, not only restoring the 
technology; 

• business continuity planning should be at the level of the whole bank, 
and not only for the IT part; 

• thorough analysis of the threats and risk assessment are a basis for 
developing an effective plan; 

• the efficiency of the plan could be verified only by testing; 
• the plan and the results of the test should be subject to independent 

control and the results should be reviewed by the Board of Directors; 
• occasionally the plan should be amended as a reaction to the changes 

that occurred in the bank (non-technical or technical). 
 

When developing the business continuity plan, the bank should identify all critical 
areas for successful conduct of its operations. The plan should not be restricted 
only to restoration of the IT systems and data in electronic form, since it cannot 
always set the bank back to its normal operations.  
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The absence of a developed plan for business continuity means that in case of 
an interruption, the bank would not be able to provide satisfactory service 
for its clients, i.e. that the bank’s IT system does not meet the standard for 
system availability and the assessment of the overall IT system is 
INSECURE.  
  
The banks processing their operations through outsourcing companies should 
make sure that those companies have their own business continuity plan. In this 
case, the bank should develop its business continuity plan in coordination with 
that of the outsourcing company, and make joint testing of their functionality. 
 
The Board of Directors should amend the business continuity plan in line with the 
changes in the bank’s operating process.  
 
Planning of business continuity chronologically encompasses the following steps: 
 
1. Business impact analysis; 
2. Risk assessment; 
3. Risk management; 
4. Monitoring. 

 
5.1. Business impact analysis 
 
Business impact analysis is the first step in the development of a BCP. The time 
necessary for performing this step depends on the size and the complexity of the 
bank. Business impact analysis should include: 
 

• identification of the potential damage to banking operations caused by 
uncontrollable events; 

• taking into account all banking operations, not only the operations 
performed with an IT equipment; 

• determining a coefficient of the Maximum Tolerable Downtime (MTD) 
and possible financial loss for the bank. 

 
This stage identifies the potential damages from uncontrollable events, which may 
occur in the banking processes. In this stage the critical systems necessary for 
bank’s survival should be identified. An assessment is made of the MTD in case 
of a possible severe interruption of the business processes. The MTD assessment 
could move within the following range: 
 

type of operation  MTD 
critical operations  = minutes to hours 
urgent operations = 24 hours 
important operations = 72 hours 
normal operations = 7 days 
unimportant operations = 30 days 

 
This ranking should be made according to the possible losses that the bank may 
suffer in case of a severe interruption of business processes. In this manner the 
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bank will identify the critical systems and operations without which it cannot 
survive and how long it can tolerate their downtime. 
 
The Executive Body should set restoration priorities, in which it will identify the 
vital objects, technologies, communications, data and employees needed for 
continuing the banking operations.  
 
When identifying how critical the operations in a certain organizational unit are, 
the following should be taken into consideration:  
 

• Whether your organizational unit has a specialized equipment and in 
which way it is used? 

• How will your organizational unit operate if the main data server is out of 
operations, or the computer network is interrupted? 

• In which way is your organizational unit contingent upon the work of other 
organizational units in the bank or external third parties? 

• Are there weaknesses in the unit and what are the risks associated with it? 
• Whether the critical operations require the service of outsourcing 

companies? 
• What is the minimum number of employees and what is the size of the 

room of the alternative location? (the organizational unit to continue 
with the operations on a secondary location) 

• What communication devices will be provided for the secondary location? 
• Whether the employees have training and knowledge for performing other 

tasks in your organizational unit? 
 

 
 
5.2. Risk assessment  
 
Risk assessment is the second step in the development of the BCP. It should 

include:  
• Analysis of the threats based on the possible damage for the bank; 
• Giving priority to the possible major interruptions of the business 

processes, based on the size of the threat and its frequency; 
• Comparative analysis of the existing BCP, if any, in order to achieve the 

expected MTD, taking into account the tests and monitoring addressed in 
chapter 5.4. Monitoring of risks and testing. 

 
Banks should develop realistic scenarios which could potentially interrupt bank’s 
processes. The threats could be in various forms, including activities from 
motivated attackers and from natural and technical disasters. If possible, the 
scenarios should focus on the analysis of the damage rather than on the nature of 
the threat. The scenarios should have regard to the probability and the frequency 
of the threat. The threats vary from those with high probability and small damage 
(for example: interruptions in the electricity supply), to those with low probability 
but major damage for the bank (for example: terrorism, robbery). BCP must be 
flexible and process all types of scenarios in order to cover all types of scenarios. 
When analyzing these scenarios, one should also have in mind the geographical 
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location of the bank and of the alternative location and the threats of natural 
disasters (for example: flood, fire), critical infrastructures in the vicinity (for 
example: airport, highway, railroad). 
 
The worst-case scenario should include loss of premises and employees.  
 
If the scenarios are incomplete, then the responses uniformed in the BCP will be 
incomplete.   
 
 
5.3. Risk management 
 
Risk management denotes a development of a written BCP which is at the level of 
the whole bank. The bank should provide that the BCP is: 

• extensive enough, so that various groups of employees would be able to 
implement it: (development of certain segments of the plan which would 
be accessible to certain target groups of users); 

• to list the conditions necessary for implementation of the BCP; 
• to list the prompt steps to be undertaken in case of interruptions; 
• flexible in order to react to sudden threats and scenarios and internal 

changes in the working conditions; 
• focused on restoring the process to normal when there is an interruption in 

the operations of a specific object or part; 
• efficiency of the plan in minimizing the interruptions and reducing the 

financial loss. 
 

After the stage of business impact analysis and risk assessment, the Executive 
Body should develop the BCP. The plan should document the strategies and 
procedures for maintenance, continuation and rehabilitation of the critical 
banking activities and processes. The Executive Body should give priority to 
critical rather than to non-critical services and processes. A good BCP should 
describe the types of events which may lead to formal initialization of the BCP 
(who should announce initialization of the BCP). It should contain the 
responsibilities and procedures to be followed by each team, as well as the contact 
persons for implementation of the BCP. The BCP should describe in details the 
procedures which should be followed in order to restore the activities of the bank 
and it should be written in a simple language.  
 
The BCP should specify the steps that should be undertaken at the moment in 
order to prevent the danger which may cause severe interruption in the banks’ 
operations. The BCP should also include the activities to be undertaken in order to 
restore the operations, in case they are severely interrupted. The specific scenarios 
should foresee the bank’s reaction if:  

• the key employees are not accessible; 
• the critical objects and buildings are not accessible; 
• there is a defect in the equipment (hardware, telecommunication); 
• programs or data are not accessible or contain an error; 
• outsourcing is not accessible; 
• interruption in the electricity supply and telecommunications; 
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• the critical documentation or data are not accessible. 
 

The banks should anticipate that their objects might not be accessible or may be 
severely damaged, and the key people (for example, the bank’s Executive Body) 
could not be accessible immediately after the operations are interrupted. 
 
The bank may support the process of BCP by developing other controls and plans: 

• training of employees and communicating the BCP throughout the bank; 
• synchronization and back-up of data on both locations (primary and 

alternative); 
• concluding insurance policies 

 
5.4. Monitoring of risks and testing 
 
Monitoring of the BCP is a continuous process. The efficiency of BCP should be 
ensured by: 

• testing the BCP at least once a year; 
• BCP and the results to be reviewed by the Internal Audit Department; 
• changing the BCP on the basis of the deficiencies registered after the 

completed tests or changes in the employees or changes in the bank’s 
functioning.  

 
Risk monitoring is a process of testing the plan and making periodical changes 
and improvements. 
 
Before the start of the testing, the Executive Body should define the functions, 
systems and processes which would be tested, and what are the objectives. For 
this purpose, the Executive Body should prepare a written plan for testing the 
BCP. The objective of the testing is to ensure that the BCP is accurate, relevant 
and functional despite the “difficult circumstances” which may cause a severe 
interruption of the business processes. 
 
In the testing, the Executive Body should define objectives which would progress 
from simpler to more complex. Limited or individual tests should gradually 
extend to the level of the whole bank, and at the end it is preferable to involve and 
make a joint testing with the outsourcing. 
 
The written plan for BCP testing should have regard to the following: 

• not to jeopardize the bank’s normal operations; 
• systematically increase the complexity and the number of involved 

employees, functions and services; 
• identified inadequacies to be fixed. 

 
In order not to jeopardize the bank’s normal operations, the plan for testing the 
BCP should be revised before implementation.  
 
BCP testing requires centralized coordination by a BCP coordinator (ISO) or a 
team. The team or the coordinator is responsible for fulfilling the objectives from 
the testing and for monitoring the results. 
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The oversight by the Internal Audit Department will provide validity of the testing 
process and independence in reporting to the Board of Directors. 
 
A successful test is the one in which the results of the test are analyzed and 
compared with predefined objectives in the Plan for BCP testing. The 
Executive Body should notify the Board of Directors on the results from the test 
and on the manner in which the deficiencies will be solved. 
 
The analyses from the test should include: 

• an estimation whether the results of the test were achieved; 
• an estimation of the validity of the tested data; 
• corrective actions or plans that will be undertaken in order to overcome the 

problems; 
• proposed changes in the BCP; 
• recommendations for future tests of the BCP. 

 
The Board of Directors should revise the BCP at least once a year. The bank 
should distribute the revises BCP to the employees (individual segments of the 
plan that will be accessible for certain target user groups). 
 
The Internal Audit Department or other qualified independent persons (external 
audit) should assess the adequacy of the BCP and the processes in order to ensure 
that the directions and the results presented to the Board of Directors are accurate. 
The Internal Audit Department should involve in the analysis of each stage and 
directly monitor the testing of the BCP, and notify the Board of Directors on the 
achieved results. The Board of Directors should carefully review the findings of 
the audit regarding the BCP and the efficiency of the whole process of the BCP in 
order to identify the weaknesses in the process.  

 
 

6. Management of Outsourcing operation 
 
The banks should monitor the quality as well as the financial standing of the 
outsourcing company, which enables performing of critical IT operations. 
Outsourcing for banks is mostly provided by companies, but also by other 
financial institutions (for example: NBRM with its payment operations systems, 
Clearing Houses, National Payment House, etc.). 
 
The banks should obtain current information from their outsourcing company in 
order to be able to make a complete analysis of their financial standing at least 
once a year. The obligation for submission of the financial reports (it is preferable 
the financial reports to be audited by an independent auditor) should be part of the 
obligations defined in the cooperation agreement. 
 
If the outsourcing company fails to provide financial reports on its financial 
standing, the banks should evaluate the importance of the IT services that this 
particular outsourcing company provides and decide whether it will extend the 
contract with the same outsourcing company or it will conclude a new contract 
with another outsourcing company. 
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The Executive Body should prepare single principles and rules for selection 
of outsourcing companies. 

 
6.1. Contracts with the outsourcing company 
 
The banks should make a written contract which should contain data also on the 
following: 
 

• optimum performances of the outsourcing company and its security and 
reliability; 

• obligation for submitting financial reports; 
• obligations that the outsourcing company should meet in order the bank to 

be in compliance with the regulations, policies and procedures for 
providing information security; 

• lines of communication and reporting between the bank and the 
outsourcing company. 

 
 
6.2. Outsourcing company management 
 
The inability of the outsourcing companies to provide continuous service, could 
expose the bank to high operational risk.  
 
The banks should define the business conditions with the outsourcing companies 
by the following: 

• defining single principles for selection of outsourcing companies and 
monitoring the financial reports of their outsourcing companies; 

• the contracts between the bank and the outsourcing company should 
contain defense mechanisms for implementation of the IT security policy; 

• the outsourcing companies should work in line with certain IT security 
standards, so that the banks they work with could work in compliance 
with the standards prescribed by the National Bank of the Republic of 
Macedonia.  The banks should require from the outsourcing 
companies they work with to have a right to an access to the BCP and 
an access to the security policies and procedures applicable to the 
organizational unit to which the service for the bank is provided. 

• defining an obligation for non-disclosure of information and keeping the 
business secret from the relevant persons within the outsourcing company 
who have an access to the bank’s IT system (for example: the persons 
who have an access as an outsourcing, should sign a statement for 
acceptable use of the bank’s IT system before they are given an access 
to the bank’s system); 

• the bank should require from its outsourcing company to make 
independent security testing by teams of experts, or the Internal Audit 
Department to have an access to the organizational unit of the outsourcing 
where the bank requires the IT service; 

• when identifying security incidents, the bank should react in coordination 
with the outsourcing company if the monitoring systems alarmed the bank 
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that the incident comes from the outsourcing company. The bank should 
report the incident to the NBRM five days following the day it occurred, 
at the latest. 

 
The Executive body is responsible for ensuring security of the bank’s IT 
system and appropriate data protection, although the information is 
processed, maintained or transported by outsourcing companies. 
 
The Executive Body should analyze the appropriate information from its 
outsourcing and prepare contracts which will enable fulfillment of the security 
standards prescribed by the NBRM. The banks should require from their 
outsourcing to implement adequate controls in order to protect the 
confidentiality, integrity and availability of the information they maintain or 
process. The Executive Body is responsible for continuous monitoring of the 
situation of the outsourcing company and its exposure to risks.  
 
In the contracts, the banks should require from the outsourcing companies to grant 
an access for the bank’s internal audit department to the outsourcing premises, as 
well as to the policies and procedures applicable to the organizational unit of the 
outsourcing company providing services for the bank. As an alternative, the 
outsourcing company may make an independent audit which it may then 
submit to all financial institutions to which it offers its services. 
 
The banks should require from their outsourcing to develop their own BCP, 
which should be in coordination with the bank’s BCP. The contract with the 
outsourcing company should also define its obligation for maintenance and its 
responsibilities for development, implementation and maintaining its own BCP 
and coordination at various levels between the bank and the outsourcing company. 
The bank should obtain the results from the performed tests or audits of the BCP 
in order to make changes in its own BCP and to establish more efficient testing 
processes. If possible, the bank’s Internal Audit Department should monitor the 
process of testing the BCP of the bank’s outsourcing. If the bank’s BCP depends 
on the BCP of the outsourcing company, it should also include the contacts that 
the bank could make on the primary and on the alternative location of the 
outsourcing company.  
 
6.3. Contracts for maintenance of IT system  
 
If the system support could not be provided through a local expertise within the 
bank, or it cannot meet the business requirements of certain organizational units 
(for example: minimum response time from the moment the problem occurred), 
then the bank should conclude an agreement for system maintenance with a 
prominent company with its head office in the Republic of Macedonia.  
 
The contracts with the outsourcing companies should define the bank’s security 
requirements (arising from the IT security policy) and the bank’s requirements 
regarding the efficient conduct of its operations.  
 
The bank may conclude a maintenance agreement with a prominent international 
company with its head office outside the Republic of Macedonia, but it should 
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provide a safe electronic2 connection and telediagnosing of the problems, and an 
efficient manner of solving those problems. If the system support cannot be 
efficiently and safely realized by an electronic connection with the bank, the 
selected outsourcing company, which is a prominent company, MUST have 
its head office or representative office in the Republic of Macedonia.  
 
Regarding the system maintenance, the prominent company must own and meet 
the quality and quality control standard, while the interventions should be carried 
out by appropriately educated and certified persons, employed in the company.  
 

 
7. Setting the implementation timeframe 

 
The banks should have a systematic approach in building and implementation of 
the IT system security program. The systematic approach requires following 
prearranged steps and movement within certain deadlines. The building and 
implementation of this process, which is new to our banks, will be a challenge for 
establishing a modern bank ready to face with the operational risk management, in 
line with the Basel supervisory standards. 
 
The initial obligation of all banks is to appoint an ISO. The ISOs should be 
persons familiar with the bank’s technology, with all procedures and manuals 
valid in the bank and with the relevant legal regulations. The banks were 
required to appoint ISOs by December 2004, in line with item 22 of the 
Decision on defining the standards for preparation and implementation of 
the IT system security.  
 
In the following stage, the initial step in the implementation of the policy should 
be made, and that is general and comprehensive ANALYSIS and 
ASSESSMENT of RISKS to the bank’s IT system. This process should 
encompass all possible scenarios for the assets of the bank’s IT system 
(August/September 2005).  
 
On the basis of this conducted risk analysis, the bank should put in place adequate 
policies, standards, manuals and relevant procedures in order to complete the IT 
system security program (November 2005). 
 
The complete material from the conducted analysis and risk assessment, the 
formal policy on IT system security and the other adequate policies, 
standards, manuals and procedures should be submitted for approval to the 
NBRM, by November 2005. 
 
The bank should amend the agreements with the outsourcing companies by 
November 2005, and in line with its own IT system security policy.  
 

                                                           
2 The bank itself should define the safe electronic connection, in line with its own IT security policy 
and the conducted analysis of risks for the IT system. Example: A separate part of the IT security 
policy may be the Policy of remote access to the bank’s IT system. Such policy should be supported by 
security standards which will be used for remote connection, procedures and manuals for successful 
connection with the bank.  
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In order to develop a good Business Continuity Plan, the bank should make an 
analysis and assessment of which are the operations needed for survival of the 
bank and which operations will be needed in the event of a severe interruption of 
the business processes on the primary location.  
 
The bank should have a secondary location, which should be at an adequate 
distance. The adequate distance of the bank’s secondary location should be a 
result from the performed risk analysis, having in mind, however, the same threat 
not to cause non-functioning and interruption on both locations. The first step 
involves risk analysis and assigning priority by the Executive Body, as well as 
planning the maximum tolerable downtime (MTD) for certain organizational units 
of the bank. This analysis should be completed by August/September 2005. 
 
Next step is to solve the infrastructural question regarding the bank’s secondary 
location. 
 
It is recommended this distance to be at least 30 kilometers from the 
primary location. This location should be at an adequate distance and it is 
necessary this location to have an appropriate physical protection. 
 

 
The bank’s secondary location does not have to be owned by the bank, but these 
services could also be rented from an adequate outsourcing company. For the 
bank it is important to be able to test the BCP freely, and in case of a severe 
interruption of the business processes to move to the selected location and restore 
its operations as quickly as possible. The Business Continuity Plan in line with the 
bank’s infrastructural solutions, appropriate teams and policies, procedures, 
manuals addressing this issue, should be completed by November 2005 and 
submitted to the NBRM for approval along with the material on the IT security 
policy.  
 
The banks are obliged to test the implemented controls on the basis of providing 
IT system security. Testing of controls means AUDIT. The banks should 
regularly test the functionality of the implemented controls for the IT system 
security, test and audit their outsourcing companies, and test and audit the 
Business Continuity Plan at least once a year. 
 
 
 

SUPERVISION 
DEPARTMENT 

 
Igor Davkov 

Manager 
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Annex 1: Example of an adequate highest regulation of the pyramid (figure 2) of 
the IT security process 
 
 

Information Security Policy 
 
Objective 
 
The objective of the Information Security Policy is to provide continuity in the 
operations and minimize the damages caused by possible security incidents. 
 
Contents 
 

• The objective of this policy is to protect the information assets of the bank 
from all types of threats whether intentional or unintentional, external or 
internal. 

• The bank’s management approved this policy. 
• This policy should provide: 

o protection of the information from an unauthorized access; 
o securing the information confidentiality; 
o maintaining the integrity of data; 
o maintaining the availability of information; 
o compliance with the regulatory bodies; 
o maintaining the plans for business continuity and rehabilitation 

from a disaster; 
o the training for maintaining a secure IT system will be accessible 

for all employees 
o all violations of the IT system security will be reported and 

analyzed by the ISO. 
 

• There are detailed procedures, standards and manuals in place, which 
support the IT system security policy and are its integral part (list those 
procedures, standards and manuals). 

• ISO is directly responsible for maintaining the IT system security policy 
and giving guidelines for its implementation. 

• All managers are responsible for implementation of and adherence to the 
policy within their Departments. 

•  Each employee of the bank is responsible to this IT system security 
policy. 

 
… etc.  
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Annex 2:  Security Incident Reporting Form (to be submitted to the NBRM) 

 
 

Executive Body of 
the BANK: 

DATE: 

       
 

SECURITY INCIDENT REPORTING FORM (SIRF) 

BANK DEPARTMENT 
            

date of the event time of the event 
            
date of identification of the event time of identification of the event 
            
short description of the event 
      
 
 
 
    
Violated IT system security due to violation of : 
 
CONFIDENTIALITY of the IT system 

 
 

 
INTEGRITY  of the IT system 

 
 

 
AVAILABILITY  of the IT system 

 
 

Type of security incident: Medium used for causing the security 
Incident 

Unauthorized Access to the IT system  Computer  
Stealing of an IT system asset  e-mail  
Physical Security Incident  Internet  

Applications Error (Software)  Tel/Fax  
System Errors (Hardware)  The security incident was caused by: 
Errors in accuracy of data or errors in 
processing of transactions  

 
 

Third Parties (In RM or outside the 
RM) 

 

Interruptions in the telecommunications  Employees  
Interruptions in the service of the 
outsourcing company 

 Clients  

Interruptions in the Electricity Supply  Outsourcing  Companies  
Copyright Violations  
Other : 
 

 
Other: 
 

 
 


